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Guidance Report: Camera Phone Proof-of-Concept Project

nObI IS ITS JPO, U.S. Department of Transportation

Executive Summary

This guidance report is a compilation of documenésited during the Camera Phone Proof-of-
Concept (POC) Project. The goal of this effotbismprove incident management and response
activities in the event of a traffic incident ohet emergency situations that affect traffic
operations. The project has two main objectivigst to demonstrate the feasibility of using
commercial cellular phones equipped with camerasipdure and deliver traffic incident

imagery that is useful to follow-on responders hsas tow companies, HAZMAT remediation
services, health departments, or highway repainsealhe second objective is to assess the
value of these images to follow-on responders basdthprovements in time, safety, and
efficiency while responding to and clearing trafficidents.

The Camera Phone POC Project was conducted ingoslnip with the University of Maryland’s
Center for Advanced Transportation Technology (UKBTT) and coordinated with the
Capital Wireless Information Net (CapWIN) Prograrithe United States Department of
Transportation (USDOT) Intelligent Transportatioygsms (ITS) Joint Program Office (JPO)
and the Federal Highway Administration (FHWA) O#iof Operations managed the technical
tasks, which were performed by UMD-CATT and Noblis;. (formerly Mitretek Systems, Inc.).
Independent evaluation of this project was providg&cience Applications International
Corporation (SAIC).

Project Background

Municipalities throughout the United States congina encounter increased levels of traffic
congestion. This congestion is often caused bgrity of roadway incidents, including
automobile crashes, HAZMAT spills, and disabledigigls. In many cases, these incidents
produce conditions that result in secondary actsdemther exacerbating congestion and
creating dangerous situations for the respondesmating to clear the incident or manage traffic
through the incident scene.

During a traffic incident, emergency response agsn@.g., law enforcement, fire, rescue, and
safety service) often require additional assistdraa follow-on responders in order to clear the
incident from the roadway. While first respondeas use cellular phones, radios, or dispatcher
services to call for assistance, they typicallyndbhave the ability to exchange detailed imagery
to the follow-on responders. Although closed airtelevision (CCTV) cameras have been
deployed and cover large segments of the road mktwanany metropolitan areas, there are
many regions without such coverage. In additipectic details that would be useful to follow-
on responders may not be visible to CCTV operataesto vehicle positioning or the CCTV
camera resolution. As a result, follow-on resposdeay arrive at the incident scene without the
proper equipment (e.g., tow trucks, HAZMAT trandpos) or the personnel required to address
the situation quickly and efficiently. In manytbiese cases, follow-on responders must to return
to their station or call for additional supportarder to get the right equipment to the scenes Thi
results in longer incident duration, thereby wonsgrraffic congestion, increasing the potential
for secondary incidents, and prolonging a hazardduation.

! The Capital Wireless Information Net (CapWIN) program is a partnership between the States of
Maryland and Virginia, and the District of Columbia to develop an interoperable first responder data
communication and information-sharing network. http://www.capwin.org
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Project Overview & Chronology

The Camera Phone POC Project examines the utflitamturing and distributing incident scene
imagery to towing and recovery providers, HAZMATediation contractors, and other follow-
on response organizations using commercial celpHanes and services.

The following summarizes the efforts from the Caanehone POC Project and the anthology of
documents comprising this guidance report. Thilection of materials provides valuable
insight on the design, development, deployment,apedation of camera phone systems to be
used within the public safety or transportation dora. It also presents the benefits and
limitations of such systems for those desiringtiplement similar capabilities.

* TheOperational Concept

The Camera Phorferoof-of-Concept Project - Operational Concejaicument identifies the
general processes, roles and responsibilitiesflawd of information that illustrate how this
project was expected to improve incident managemettresponse activities. The general
concept suggests that at some point during adraitident, first-responders might decide
they require additional assistance from other nresp@rganizations not yet on the scene,
such as towing and recovery companies, HAZMAT reatexh companies, highway repair
crews, etc. In addition to notifying their dispgagc via radio, they can also take pictures of
the incident scene and send the images directhyetappropriate follow-on responders, who
might be located at central dispatching facilivesn the field.

It is expected that incident imagery will help @il-on responders establish a better
understanding of the incident, which will allow theo better define their operational
procedures and select the most appropriate equipongersonnel before leaving for the
incident scene. Consequently, this should alloWe¥eon responders to arrive at the
incident scene with the proper resources, resuitiragcelerated incident remediation and
reduced traffic congestion.

* TheParticipants

With CapWIN coordinating the Camera Phone POC ptpjesting activities were

conducted in the Washington D.C. metropolitan afBae users selected to participate in the
POC study were selected from existing CapWIN mesykaerd included personnel from the
Virginia Department of Transportation (VDOT), thérginia State Police (VSB)and

several local commercial towing and recovering @ess. During the initial phase of this
project, these participants were involved in thignikeon of user needs, which were
subsequently organized into a specification usedeotify the appropriate technologies for
this POC.

* The Technical Requirements

The Camera Phone Proof-of-Concept Project — TechniejiRrements Specification
document defines the mobile devices and the conwtation services needed to support this
project. Specifications are categorized by thifahg functions: taking a photograph,
composing a multimedia message (digital picturéweikt and/or audio annotation),

2 VSP helped establish the concept but was not able to participate in the field study due to limited
resources
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distributing a multimedia message, receiving a imd@tlia message, and reviewing the
multimedia message. This document also identifggnal specifications, which are not
critical to the POC but address new attributehefdevices and services used in multimedia
messaging and could provide significant enhancemoesmicamera phone system used in
subsequent operational deployments.

The specification does not stipulate system perdmoe requirements (e.g., message
latency), although the goal for this concept sysefor the field user to be able to take a
digital picture, compose a multimedia message bawin the appropriate distribution
process for that message in one minute or [€sgre are ndechnical security requirements
(e.g., user authentication, message encryptiothjisnrconceptual phase of the study.
Institutional and administrative security issues aidressed via the existing policies of the
participating agencies.

* The System Description

The Camera Phone Proof-of-Concept Project — Systenciijgson documeniprovides a
basic explanation of the systems and technologigdayed during the Camera Phone POC
Project. While the description of most components is genéhniere is sufficient information
to gain an understanding of the systems used forrearcial multimedia messaging services
(MMS).

The System Descriptiodocument also describes the specific mobile de\(egs, camera
phones) and wireless services that were selectatgséwith the Camera Phone POC Project.
A marketplace survey was used to identify commépriaducts and services that met the
Technical Requirements Specificatidrom this list, those that met the budget, saleed

and availability constraints were considered fdec®n.

Infrastructure components include Internet email web servers, which may be part of the
network service provider’'s system, or may be pathe organization’s in-house IT
infrastructure. While UMD-CATT leveraged existi@@apWIN computer/network
infrastructure to the maximum extent possible, sanitional hardware and services were
required to carry out this project.

 TheEvaluation Plan

The Camera Phone Proof of Concept Project - Evaluaftrategy White Papgresents the
objectives and areas of concentration for the exan of this project. The focus is to
gualitatively assess the benefits realized by #eeai camera phones to improve response
capabilities for traffic incidents or emergencyations. This includes user satisfaction,
system performance, system functionality, valud, @ther institutional and technical issues
Methods used to collect information for this evailinclude field observation, user
interviews, archived picture/message assessmahgrahived incident data.

« The Operational Procedures

The Camera Phone Proof-of-Concept Project — Operatidiraceduresdocument describes
the actions required to operate the POC systemmceBures are classified as either “domain”
or “technical”’. Domain procedures identify the jpeo instance and protocol for users to
employ the messaging system (e.g., under what tonslishould a police officer consider
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using the messaging system), while technical pre@=didentify the proper operation and
use of the system.

To facilitate participation, the operational progesk are summarized in the two-page
Camera Phone Proof-of-Concept Project — Quick Refee Guide.In addition, aCamera
Phone Proof-of-Concept Project — Training Guwdas createdcand UMD-CATT conducted
a two-hour training class for those participatinghie study.

* Monitoring and Support

The Camera Phone Proof-of-Concept Project - Readifessortwas intended to describe
the readiness of all systems and participantseabéiginning of the demonstration/test period
for this project. As the hardware distribution arser training continued beyond the kickoff
date, this document expanded to cover both thesstdtsystems and participants at the start
of the demonstration/test period, and the statuBeofystems after completing user training
and hardware distribution.

A user debriefing was held at the end of the detnatisn/test period. Two briefings were
presented to the project participants. TUOT Camera Phone Proof-of-Concept Project
Technical Issues Overviedetailed to the users specific technical issues@mntered during
the evaluation. Th€amera Phone Proof of Concept Project Evaluationldtpdescribed

to the users the evaluation strategy, evaluatiaust summary of usage, and preliminary
findings.

» TheEvaluation (L essons L earned)

The operational improvement provided by the newesysand the anecdotal experiences of
the participants was documented in @emera Phone Proof-of-Concept Project — Lessons-
Learned Reportwhich has been posted in the USDOT ITS Lessoasnssl database
(www.benefitcost.its.dot.ggQv This report identifies insights with regardusing such a
system for incident and emergency management pesctincluding:

- Capturing and sending an image may not be the inatedoncern for first responders

- Users will need to be trained to take pictures autrexposing themselves to additional
risk by unnecessary exposure at the roadside

- Audio annotations of the pictures offer valuabléadéor follow-on responders

- Operators should understand the diverse needsxprediences of users when several
agencies are involved as stakeholders

Potential success areas also exist in ITS custeatefaction. Unexpectedly, users find it
relatively easy to navigate and easy to transmag@s and audio clips.

The Camera Phone POC Project serves as a mearmsiiotp the USDOT's broader
Intelligent Transportation Systems (ITS) goalsmproving safety and mobility in road
travel. Used to their fullest potential, cameramds in service for incident management can
assist with relaying information which may haveimpact on the type of equipment, route
of approach, and subsequent responder training.
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Introduction

This proof-of-concept (POC) project will examine tiatility of capturing and distributing
on-scene imagery to towing and recovery providdf&sZMAT remediation contractors,
and other follow-on response organizations in tiea¢. Service providers need this
information to correctly size and configure th@sponse to the scene, which may be
launched from a considerable distance. Such inyagay, for example, contain detailed
pictorial information about disabled vehicles, igallcargo, spills, and other situations.
Follow-on responders are typically called uponnovple services after the incident has
been stabilized, with the major risks controlled aontained by emergency response
organizations (law enforcement, fire and rescud,eanergency medical services). Their
services are still critical to clearing a trafficident; facilitating their response shortens
the duration of the incident, and reduces traffiogestion.

This POC will demonstrate the capability to captame transmit imagery with
equipment such as commercial-off-the-shelf (COTeHutar telephone cameras. The
purpose is to facilitate the response of followresources to incidents. This POC has
two key demonstration objectives:

1. The first is to capture and transmit traffic inailecene imagery with low cost,
COTS handheld equipment and corresponding wiralessces.

2. The second objective is to deliver those imagédsltow-on response agencies
via low-cost COTS options and determine the valub®images to those
responders. The evaluation service will be perémimnder a separate contract.

Operational Concept Summary

The overall flow of the operational concept foistROC is as depicted in Figure 1. At
some point during an incident, on-scene respondagsdecide that they require
additional assistance from other response orgaoiahot yet on the scene, such as
towing and recovery companies, hazmat remediabompanies, highway repair crews,
etc. For the purpose of the POC, the followingnaggs will participate in the role of on-
scene responders:

» Virginia Department of Transportation, Northerndiivia District
* Virginia State Police, Division 7

In the event that a Trooper on scene determinésftitaexample, a wrecker is needed
and notifies dispatch to send the needed resoutee3rooper will capture and send
imagery of the situation to a predetermined grotibe Trooper may, after collaborating
with an on scene VDOT Safety Service Patrol (S$Ryator, task VDOT with capturing
and sending on-scene imagery.
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STEP

Arrive on Scene
Determine
Opportunity for
Photo

@ VDOT

)

Take Photo and
Send Picture

PROCESS

VSP

Tow /

HAZMAT

DESCRIPTION

VDOT SSP or VSP Cruiser arrive on scene.
Determination is made that Towing / HAZMAT
remediation assistance is required and that a
photo of the scene may aid follow on response

efforts.

SSP Driver or VSP Trooper take one or more

digital photos with phone / device and “Send”

(see Photo taking sub-process) to pre-defined
group that includes STC Operator(s), VSP
Dispatcher(s), and Towing Dispatcher(s).

A 2

STC Operator, VSP Dispatcher, and Towing
Dispatcher receive picture message
simultaneously. Confirmation (automated or
manual) of receipt of message is provided to

sender. Manual confirmation & association is

assumed to take place via radio or phone.

STC Operator and/or VSP Dispatcher review

photo to assist in the determination if assistance
is needed. Towing / HAZMAT remediation
company dispatcher reviews photo and begins to
identifiy required resources — however, the
Towing company does NOT respond until
contacted by VSP Dispatch (or the STC) and
instructed to do so.

VSP Division 7 Dispatch (or STC in some
situations) notifies appropriate towing and/or
HAZMAT remediation company in accordance
with standard procedures. Note may be made
that scene photo has been taken and distributed.

Towing company dispatches resources.

After official call from VSP/STC dispatch
requesting towing, and after initial dispatch of
resources, Towing/HAZMAT Dispatch and/or

drivers determine if additional photos are needed.
If so, contact via phone (or direct connect) to

Message
A 2 h 4
Division 7 Tow / HAZMAT
STC.: Operlator Dispatcher Dispatcher
Receives Picture i y . y
Receives Picture Receives Picture
Message
Message Message
Determine IF Determine IF
@ Assistance is Assistance is
Needed Needed
Determine TYPE
_ /s = OF Assistance
A Needed
Division 7 Dispatch or STC Makes Official
Request for Towing
A
Tow / HAZMAT
Resources
Dispatched to
Scene
A
Determine If
Additional Photos
Needed

______.|___

Send Photo to Other
Internal / External Agencies

Figure 1 - High Level Operational Concept Flow Diagram
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sender on scene to request additional specific
photos.

Photo is distributed to additional internal /
external agencies or users as deemed necessary
by STC Operator or VSP Dispatcher. For
example, STC may send to maintenance shop or
to Maryland’s SHA’s Statewide Operations
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The capturing and sending of on scene imagerybsikept as simple as possible and
will be similar to the process depicted in figureThe goal of this concept system is for
the field user to be able to take a picture, coraomessage, and begin the appropriate
distribution process for that message in 1 minutess.

Run phone’s photo
application

I—' Take picture ]

|

Discard picture

Save
Picture ?

Send
Picture(s) ?

Create message with
location information

Recipient(s)
in phone’s
contact list?

A y

Select recipients Manually enter phone
(group or individual) number(s) or email
from contact list address(es)

Send message

}

Receive notification that
message sent
successfully (possibly
receive receipt
notification)

Figure 2 - Generic Picture Phone Usage Flow Diagram
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The predetermined group that will receive the insaggnt from the scene will include, at

a minimum:

* VSP Division 7 Dispatch
* VDOT Smart Traffic Center (STC) Operators
 Tow/HAZMAT Remediation
0 Redmen’s: dispatch and individual tow operator(s)
0 Henry’s: dispatch
o Willow Springs: dispatch

Others may be added to this group for the purposesaluation and related proof-of-
concept analysis.

Note: While scene images will be sent directly to the participating towers, they will
NOT respond unless requested to do so by VSP Division 7 dispatch per
standard operating procedures.

After receiving a request to dispatch resourcesrésponding tow / HAZMAT
remediation company may use his or her phone ttacbthe sender at the scene to
request additional photos that might assist inrdeteng the appropriate level of
required resources. VDOT STC operators may forwaedjes to other internal
departments or external agencies that they befr@yebenefit from having scene images
for secondary response support. Table 1 indichtesstimated # of devices needed for

the POC.
Table 1 — User/Device Association
Description #Devices Notes
VSP Area 9: Patrol responsibility for 1-66 from intersection witd95 to Fairfax/Prince
* 5 Troopers 8 William County line and for 1-495 from intersection wit95 to MD State

» 3 Shift Supervisors

line.

VSP Area 45:

Patrol responsibility for I-395 inside Capital BeltwayD@ line; 1-66 from

* 5 Troopers 8 1-495 to DC line; and Dulles Toll Rd from 1-66 to FaixiLoudoun County
« 3 Shift Supervisors line.
VSP Area 48: Patrol responsibility for 1-95 from Prince William/Fais County line to
* S Troopers 8 MD State line
+ 3 Shift Supervisors )
Internet access and external email services do not exist atctiispat
VSP Division 7 5 terminals within this facility. Commercial mobile radio\dees (CMRS)
Dispatch might be required to provide temporary connectivity far desktop
systems. Possible limited CMRS signal coverage at termoications.
VDOT SSP i VDOT SSP_Operators currently use Motorola i860 pictuepk with
Nextel service
VDOT STC has internet access and email services, but the wimkstat
VDOT STC 5 used by operators may not. Some VDOT ST(; personn@rtlyruse
Motorola i860 picture phones with Nextel service. OthEE $ersonnel
may require devices to participate.
Henrys - Dispatcher has desktop access to Internet
Redmans 3 Preference is for operators to receive images directly
Willow Springs 1 Dispatcher has desktop access to Internet
Exact number depends on use of devices by dispatchers. tiNstgoes
Total 27-37 not include additional devices that may be required for R&Et, and

evaluation.
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OVERVIEW
A. BACKGROUND

The Camera Phone Proof-of-Concept Project will ararthe utility of capturing and
distributing incident scene imagery to towing aedavery providers, HAZMAT
remediation contractors, and other follow-on reggoorganizations. The premise of
the project is that if this information is suppligda timely fashion, the responders
can correctly size and more rapidly configure tihegponse to the scene from remote
dispatch facilities. A faster and properly caltethresponse will shorten the duration
of the incident and reduce traffic congestion.

The purpose of this project is to facilitate thep@nse of follow-on resources to
incidents. This project has two key demonstratibjectives. The first is to capture
and distribute traffic incident scene imagery wekatively inexpensive and
commercially available equipment and services. Jdwond is to determine the value
of this information to the noted responders.

This project will proceed in multiple phases. Tpissed approach will allow the
demonstration to advance in manageable steps frapies and smaller scale
deployments in the initial phase (i.e., Phase e technically complex and
broader scenarios in the later phases. This docuithentifies the technical
requirements specifications for Phase | of the GarR&one Proof-of-Concept
Project.

B. DEFINITIONS

Commercial Mobile Radio Service (CMRS):An FCC designation for mobile
wireless service offered by any carrier or licensbese wireless network is
connected to the public switched telephone net{8TN) and/or is operated for
profit. These companies include the traditional cellular Barsonal
Communications Systems (PCS) providers, such agdeWireless, Sprint,
Cingular, and T-Mobile.

Note: Nextel Communications is not a CMRS provider, InlEahanced Specialized
Mobile Radio (ESMR) provider. Traditionally, ESNMRviders cater to
business and industrial customers and have systgtin®ither no connection
or limited connection to the PSTN. These compaigsoperate in a
different frequency bands than the cellular and R@$iders. However,
Nextel has full connection to the PSTN and the atpmral distinction
between Nextel and other CMRS providers has disappe

Short Messaging Service (SMS)The transmission of short text messages to and
from a mobile phone, fax machine, and/or IP addréssssages must be no longer
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than 160 alphanumeric characters and contain ngamar graphics. Once a
message is sent, it is received by a provider'st3flessage Service Center (SMSC),
which must then deliver it to the appropriate meliévice.

Multimedia Message Service (MMS):A store-and-forward method of transmitting
graphics, video clips, sound files, and short te@&ssages over wireless networks
using the Wireless Application Protocol (WAP). Hders deploy special servers,
dubbed MMS Centers (MMSCSs) to implement the offgsion their systems.

Quick Text: Text messages commonly used in SMS and MMS convensafor
example entering the word "hello" or a phone numigguick text message are
variable in length depending on the capabilitiethefdevice. Quick text messages
are stored in the device and can be retrieved attoafly with various short cut
mechanisms.

Field Users These individuals are responsible for creatingdisttibuting digital
imagery from the field (e.g., the scene of an iani). During Phase I, these users
will include Virginia State Police Officers, VDOTa&ety Service Patrol Officers, and
field personnel from select towing and recovery pames.

Center Users Personnel stationed at a fixed facility (e.g., 0T STC or the
VSP dispatch facility). These individuals are pgents of the digital imagery
supplied by field users. During Phase I, thesesus@l include Virginia State Police
Dispatchers, VDOT Smart Traffic Center (STC) Oparstand dispatchers from
select towing and recovery companies.

Fixed Center Users Center Users that rely on fixed communication s&wi(e.g.,
wireline Internet access) and fixed computing resesi (e.g., desktop computer)

Mobile Center Users Center Users that rely on mobile communicationises/and
mobile computing resources (e.g., PDA)

Note: The distinction between fixed and mobile censersiis required during
initial implementation since some participating age facilities do not
have dedicated Internet access.

Note: Mobile Center Users may include project oversigfficials from the VSP.
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C. SCOPE

The functional requirements for the camera phooefpof-concept system are
categorized as follows.

» Field User takes a digital photograph

* Field User composes a multimedia message (digitaine, with text and/or audio
annotation)

* Field User distributes a multimedia message

* Field User(s) and/or Center User(s) receive theaimatia message (recipients
may subsequently redistribute the message)

* Field User(s) and/or Center User(s) view the pgitlisten to the audio, and/or
read the text from a multimedia message

For Phase | of this project, technical specifiaagiare limited to the mobile devices
and the communication services needed to suppesethasic functions.

Specifications identified a@®ptional” are not critical to Phase | of the proof-of-
concept project. Many of these items are newbalteis of the devices and services
used in multimedia messaging and could provideifsigimt enhancement to a camera
phone system used in later phases of this studtysubsequent operational
deployments. Some optional specifications may fmecmandatory for subsequent
phases of this project.

This specification does not include a system agchitre or system design
parameters; these factors are addressed in thenS{Etscription Document. This
specification also does not stipulate system perdmice requirements (e.g., message
latency), although the goal of this concept systefor the field user to be able to
take a digital picture, compose an MMS messagebpagih the appropriate
distribution process for that message in 1 minutess. There are also niechnical
security requirements (e.g., user authenticati@ssage encryption) in this
conceptual phase of the study. Institutional ashdiaistrative security issues will be
addressed via the existing policies of the parittiig agenciesAdditional
specifications (e.g., performance, security, emnmental) will be amended to this
document as required for subsequent phases girbjisct.
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Il TECHNICAL REQUIREMENTS
A. FIELD USER

The following specifies the devices and commundasaservices required for the field
users during Phase | of this project

1. DEVICE

a) General Requirements

Mobile phone capable of digital photography andwik a CMRS
available in the Washington DC Metropolitan Area.

Note: Some unspecified attributes of a mobile phoearaplicit, such as
the ability to support PSTN voice services. Sutibates are not
listed in this specification.

Furthermore, some attributes of mobile phones might
significant for an operational deployment but ard relevant
during Phase | of this conceptual study. Theskidephysical
attributes such as size, weight, and durabilityhef device; and
functional attributes such as battery life, talkné, standby time,
ring tones/mode, locking mechanisms, and progranenab
software. Such attributes are not identified irs tpecification,
but may be specified for subsequent phases gbitbjsct.

b) Specific Requirements

(1) Photography

(a) Picture Color: Device shall be able to take a color picture (no
specification on color gamut or saturation)

(b) Picture Format: Device shall create pictures in either the JPG or
GIF format.

(c) Picture Resolution

(i) Device shall create pictures with a minimum resotubf 640
x 480 pixels (VGA)

(i) Megapixel Resolution(optional Different receiving devices

may not be able to accommodate the increased resiolaf
these imaggs
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(d) Low Light Operation / Flash: (optional)

Note An LED strobe light (“flash”) or a pixel binningapability
can help performance in low light operations, hede
features are not yet available on many devicesadutition,
low-light performance can vary greatly betweeneatdht
camera models and different resolution settings.

(e) Storage: Device shall be able to temporarily store pictueg®n

with this device There is no storage capacity requirement during
Phase | of this project.

(2) Message Composition
The following services shall be supported by thaake

(a) Short Messaging Service (SMS)
(b) Multimedia Messaging Service (MMS)

(i) Device and/or device’'s MMS client application shadlable to
include at least one picture in an MMS message

(i) Device and/or device’'s MMS client application shadlable to
annotate an MMS message picture as described [Pitieire
Annotation”, Section 111.B.1.(3).

(3) Picture Annotation
(a) Text Annotation

() Text Entry: Device and/or device’s client application(s)
shall have some mechanism for entering the teahd¥iMS
messageThere is no specification on text entry method.(e.g
T9, keyboard) during Phase | of this project.

(i) Quick Text Entry (optional)
(iif) Speech-to-Text Entry(optional)
(b) Voice Annotation (optional)

(i) Device and/or device’s client application(s) simale the
mechanisms to record audio files in the WAVE or Mie8nd
file format and attach such audio files to an MM&ssage.
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(4) Message Distribution

(a) Recipient List: Device and/or device’s client applicationgsall
allow the user to select a single MMS message iegdifrom the
device’s address book. This selection will subsetiy result in

the distribution of the MMS message to the entirget recipient
list.

Note: The implementation of the distribution list midlet
accomplished by various methods, including listsest in
the device, with the CMRS carrier, and/or on an géma
server.

(5) Message Receipt
(a) Device shall be able to receive MMS and SMS message
(b) Device and/or device’s client applicationgéall be able to notify
user (audio and/or vibration) upon receipt of anSSdd MMS
message.
(6) Viewing Message Picture
(a) Color Display Device shall have at least one color display
() Display Type: LCD
(i) Display Size: Minimum 1.75” diagonal
(i) Display Resolution: Minimum 160 x 120 pixels

(b) Zoom Capability (optional: zoom — up to the native resolution of
the display — while viewing a received picfure

(7) Playback Message Audio

(a) Speakerphone(optional). Device shall have a speakerphamel
shall be capable of playing audio files in WAVEMP3 sound file
format

(8) Read Message Text

(a) Display: Device and/or device’s client applicationgsiall be
capable of displaying inline or attached text friotS messages

(b) Display Languages: English
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(9) Other Attributes
(a) Functional

() Video recording and/or playbac¢&ptional)
(i) GPS functior(optional)

(b) Accessories: Belt clip or similar apparatus for user to carry
device on a belt

2. SERVICES

a) General Requirements
CMRS in the Washington, D.C. metropolitan area bépaf supporting MMS

b) Specific Requirements
(1) Service(s) shall be compatible with associateddRier device(s)
(2) Multimedia Messaging Service (MMS)

(a) Sending a MessageProvider's MMS shall allow user device to
send an MMS message to an individual recipient wtipie
recipients

(b) Forwarding a Message: Provider's MMS shall allow user device
to forward an MMS message to an individual recip@mmultiple
recipients

(c) Confirmation of Message Delivery to Recipient Dege
(optional: Some providers offer this function within thewn
network or within networks based on similar systéeng., GSM))

(d) Allowing User Device to Retrieve Previous MMS Mesges
(optional)
Note: MMS messages are often removed from providers MMS
server after retrieved by the user.

(3) Voice Service: Minimal service plan for circuit switched cellular
voice with access to the PSTN

(4) Short Messaging Service (SMS)optional)

Note: Provider may use SMS in support of MMS, but useois
required to have separate SMS plan.
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B. FIXED CENTER USER: The following specifies the devices and
communication services required for the Fixed Qeldters during Phase | of this
project.

Note: Provisions for the Fixed Center Users’ computamgl communication
resources are outside scope of this project. FiRedter Users will rely
on existing computing and communication resourddee following
specifications identify minimal requirements foesk resourcesThis
specification does not address all needs associaittdthe network
administration, security, or use of these resourdéixed Center Users
will relay on their individual agency’s policy ardiministration
regarding such issues.

1. DEVICE

a) General Requirements

Desktop, laptop, or tablet computer with accedbédnternet and an
email server.

b) Specific Requirements
(1) Message Composition
(a) Email client

() Computing resource will have a client applicatiapable of
composing an email message with picture and audio
attachments

(b) Audio Recording (optional: Computing resource with soundcard
and ancillary equipment for recording an audio fleWAVE or
MP3 sound file format

(2) Message Distribution

(a) Recipient List: Email client will allow the user to select a single
message recipient from the client’'s address bddks selection
will subsequently result in the distribution of timessage to the
entire target recipient list.

Note: The implementation of the distribution list midlet
accomplished by various methods, including listhiwithe
user’s address book, lists on a local email seraad/or
lists on an external Internet email server.
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(3) Message Receipt

(a) Computing resource and email client will be ablegceive email
messages from the Internet

(b) Email client will be able to notify user (audio @odvisual) upon
receipt of an email message

(4) Viewing Message Picture

(a) Computing Resource Display: Computing resource will have a
color display with a minimum resolution of 640 xMgixels
(VGA).

(5) Playback Message Audio

(a) Speakers: Computer resource will have speakers and a southdcar
capable of playing audio files in WAVE or MP3 souild format.

(6) Read Message Text:N/A. Inherent feature of email client
(7) Other Attributes
(a) Functional

(i) Video recording and/or playba¢&ptional)

2. SERVICES

a) General Requirements
Internet access and email service

b) Specific Requirements
(1) Internet Service

(a) Dedicated Service: Fixed center computing resource(s) will have
dedicated access to the Inter(i@tal-up service(s) will not support
the concept system).

(b) Internet access mechanisms (hardware or softwhoejd not
block or restrict messages from field or centersise
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(c) Internet access mechanisms (hardware or softwhoejd not
filter or restrict any attachments to messages fiield or center
users.

(2) Email Service

(a) Fixed center computing resources will have acaess temail
server, either within the local network or via aseenal service
provider.

(b) Email Server

(i) Email sever will be able to send and receive messtmand
from the Internet.

(i) Email server and fixed center computing resouraéd<e able
to exchange email messages with audio and picture
attachments.

(i) Email server should not filter or restrict anyaatiments to
messages from field or center users

*** Agency policy must allow computing resources éxchange
email messages with audio and picture attachments.

(c) Message Delivery Confirmation(optional: Confirmation of
message delivery to recipient deyice

Note: Email client can be configured to request messajeaty
and message read confirmation.

C. MOBILE CENTER USER (OPTIONAL): The following specifies the devices
and communication services required for the MoGimter Users during Phase |
of this project.

During Phase I, the following devices and servigdisbe used to support Center
Users located at agency facilities that do nothyet dedicated Internet access, or
they will be used to support project oversightoéis from the VSP. These
resources will be used for receipt and display M$Imessages from field users,
and forwarding messages to additional recipieftsese resources are not
intended to support digital photography or messageposition during Phase | of
this project, although they might have such capadsl
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1. DEVICE

a) General Requirements
PDA with access to the Internet and an email server

Note: Some attributes of a PDA, such as size, weligtttery life,
keyboard, etc., might be significant for an opeyaél deployment,
but they are not relevant for the purpose of theARIDring Phase

| of this conceptual study. Therefore, such atiiéls are not
identified in this specification.

b) Specific Requirements

(1) Message Receipt

(a) PDA shall be able to receive MMS and SMS messagatshall

have a client application capable of receiving maiemessage
with picture and audio attachments.

(b) PDA and/or PDA'’s client applications shall be afalenotify user

(audio and/or vibration) upon receipt of an SMS, BIMr emalil
message.

(2) Message Distribution

(a) Recipient List: PDA and/or PDA’s client applications shall allow
the user to select a single message recipient drtooal address
book. This selection will subsequently resulthe distribution of
the message to the entire target recipient list.

Note: The implementation of the distribution list midlet
accomplished by various methods, including listsest in
the PDA or with the CMRS carrier, lists within theer’s
email address book, lists on the local email seraad/or
lists on an external Internet email server

(3) Viewing Message Picture
(a) Color Display PDA shall have at least one color display
() Display Type: LCD
(i) Display Size: Minimum 3” diagonal

(i) Display Resolution: Minimum 320 x 240 pixels
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(b) Zoom Capability (optional: zoom — up to the native resolution of
the display — while viewing a received picfure

(4) Playback Message Audio

(a) Speakers: PDA shall have speakers and shall be capable of
playing audio files in WAVE or MP3 sound file forma

(5) Read Message Text

(a) Display: PDA and/or PDA’s email client application shall be
capable of displaying inline or attached text fremail messages,
or PDA and/or PDA’'s MMS client application shall bapable of
displaying inline or attached text from MMS message

(b) Display Languages: English

(6) Other Attributes
(a) Functional
(i) Video recording and/or playbac¢&ptional)

(b) Accessories: Belt clip or similar apparatus for user to carryA°D
on a belt

2. SERVICES

a) General Requirement
Internet access and email service

b) Specific Requirements
(1) Internet Service

(a) Dedicated Service: PDA shall have dedicated access to the
Internet via one of the CMRS packet data netwoviaglable in the
Washington, DC metropolitan area.

(2) Messaging Service

(a) PDA message client application shall have acceti®eto
corresponding message server of the selected CM&R&lpr (i.e.,
the PDA’s email client shall have access to the GyRovider’'s
email server and/or the PDA’s MMS client shall haeeess to the
CMRS provider's MMS server)
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INTRODUCTION

A. PURPOSE & SCOPE

This document provides an elementary descriptidh®imessaging system used
during phase | of the Camera Phone Proof-of-Coneéegect. It does not contain the
detail of a formal system design document — in padause the details of commercial
systems are not publicly available and are progmyeih nature. While the

description of most components is generic, thesaifscient information to gain an
understanding of the general system design of comatdIMS systems.

It should be noted that some system constrainta &raction of specific user devices
and provider service options.

B. ORGANIZATION OF DOCUMENT

* Project Background
*  MMS System Primer
*  MMS System for Phase | of the Camera Phone Pro@fenfcept Project

C. REFERENCES

The following documents provide additional referemar the Camera Phone Proof-
of-Concept project.

» Operational Concept Description Document — Phase |
» Technical Requirements Specification — Phase |
* Operational Procedures Document — Phase |

D. DEFINITIONS

Commercial Mobile Radio Service (CMRS): An FCC designation for mobile
wireless service offered by any carrier or licensbese wireless network is
connected to the public switched telephone net{8&TN) and/or is operated for
profit. These companies include the traditional cellular Barsonal
Communications Systems (PCS) providers, such agMewWireless, Sprint,
Cingular, and T-Mobile.

Note: Nextel Communications is not a CMRS provider, IuEahanced Specialized
Mobile Radio (ESMR) provider. Traditionally, ESMRviders cater to
business and industrial customers and have systgtin®ither no connection
or limited connection to the PSTN. These compaigsoperate in a
different frequency bands than the cellular and R@$iders. However,
Nextel has full connection to the PSTN and the atpmral distinction
between Nextel and other CMRS providers has disappe
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Short Message Service (SMS)The transmission of short text messages to amd fr
a mobile phone, fax machine, and/or IP addresssskfiges must be no longer than
160 alphanumeric characters and contain no imaggsaphics. Once a message is
sent, it is received by a provide&hort Message Service Center (SMSC)vhich
must then deliver it to the appropriate mobile devi

Short Message Service Center (SMSC)A network element in a provider’s
network that routes and delivers SMS messages

Multimedia Messaging Service (MMS): A store-and-forward method of
transmitting graphics, video clips, sound filesj @hort text messages over wireless
networks using the Wireless Application ProtocolA®. Providers deploy special
servers, dubbeMlultimedia Messaging Service Centers (MMSCjo implement the
offerings on their systems.

Multimedia Messaging Service Center (MMSC) A network element in a
provider’'s network that routes and delivers MMS sages

Internet Email Server: A network element in a provider’s or organizatgnetwork
that routes and delivers email messages

Simple Mail Transfer Protocol (SMTP): A client/server protocol utilized for email
transmission across the Internet. Used by clippli@ations to send email messages
to email servers. Itis also utilized for sendargail messages between email servers
(sending server acts like a client in this instance

Post Office Protocol (POP) A communication protocol utilized by email clten
applications to retrieve email messages from ariles@iver

Internet Message Access Protocol (IMAR) A communication protocol utilized by
email client applications to retrieve email messagem an email server

HyperText Transport Protocol (HTTP): A request/response protocol between
clients and servers. It is the primary method usetbnvey information on the
World Wide Web.

Wireless Application Protocol (WAP). A protocol suite for applications that use
wireless communication

Wireless Session Protocol (WSP)A protocol in the WAP suite — best thought of as
a compressed version of HTTP

Internet Service Provider (ISP} A company that provides individual users and/or
other organizations/companies access to the IriteMfiéh access to the Internet,
users can browse the World Wide Web (WWW), send,raneive e-mail, etc. ISPs
that serve large companies often provide a dir@ghection from the company's
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networks to the Internet. I1SPs themselves areaxird to one another through
Network Access Points (NAPS).

Wireless Internet Service Provider (WISP) An ISP providing its services via
wireless networks

Network Service Provider (NSP) A company that provides Internet access to ISPs.
Often referred to as backbone providers, NSPs dffect access to the Internet
backbone and the Network Access Points (NAPS).

Network Access Point (NAP): A public network exchange facility where Internet
Service Providers (ISPs) can connect with one amathpeering arrangements. The
NAPs are a key component of the Internet backbdimey are also the points of
most Internet congestion.

Field Users These individuals are responsible for creatingdisttibuting digital
imagery from the field (e.g., the scene of an iani). During Phase I, these users
will include Virginia State Police (VSP) OfficergDOT Safety Service Patrol
Officers, and field personnel from select towingl aacovery companies.

Center Users Personnel stationed at a fixed facility (e.g.,WOT STC or the
VSP dispatch facility). These individuals are pgents of the digital imagery
supplied by field users. During Phase I, thesesusél include Virginia State Police
Dispatchers, VDOT Smart Traffic Center (STC) Oparstand dispatchers from
select towing and recovery companies.

Fixed Center Users Center Users that rely on fixed communication s&wvi(e.g.,
wireline Internet access) and fixed computing resesi (e.g., desktop computer)

Mobile Center Users Center Users that rely on mobile communicationises/and
mobile computing resources (e.g., PDA)

Note: The distinction between fixed and mobile censersiis required during
initial implementation since some participating age facilities do not
have dedicated Internet access.

Note: Mobile Center Users may include project oversigfficials from the VSP.
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Il. BACKGROUND

The Camera Phone Proof-of-Concept Project will ararthe utility of capturing and
distributing incident scene imagery to towing aedavery providers, HAZMAT
remediation contractors, and other follow-on reggoorganizations. The premise of the
project is that if this information is suppliedartimely fashion, the responders can
correctly size and more rapidly configure theip@sse to the scene from remote
dispatch facilities. As suggested in Figures Sand SD-2, a faster and properly
calculated response will shorten the responsetnae incident, which can subsequently
shorten the duration of the incident and redudédreongestion.

Figure SD-1 represents a common dispatching saefartowing and recovery services.
In this instance, a VSP officer uses radio commatioo — typically some form of land
mobile radio (LMR) — to request services from thei§lon 7 Dispatch Center and relay
information about the incident scene.

<€4—> Radio Communication
VSP VSP VDOT
Officer Division 7 sTC Small Large
Dispatch Tow Co.  Truck Truck
afum omf. TS @ESe S
[ Req. Tow =»] |“| ] M
= Confirm = | Req. Tow — |
[e— Confirm = Dispatch
= Confirm
20 min
travel to
Req. Other incident
___Resources
m— ACK sl
o — Dispatch -
g Confirm
l_
60 min
travel to
incident
v (due to
increased
elapsed time traffic
volume)

Figure SD-1, Baseline Operations - VSP Field User

The Division 7 Dispatch requests service from gherapriate towing company, which
subsequently dispatches a truck. After arrivinthatincident scene, it is determined that
different/additional resources are required. Quddveloping traffic congestion, it can
take significantly longer for these new resourcesrtive at the scene.
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Figure SD-2 illustrates a similar scenario, inchgda modified flow of information and
potential time-savings when supplementing radiormoamcation with MMS messages.

<4—> Radio Communication
MMS Communication

VSP VSP

Officer Division 7 vDOT Small Large
ﬁ Dispatch STC Tow Co. Truck Truck
— Req. Tow =»{]
«— Confirm — Req. Tow
Confirm L Dispatch 20 min
[ = Confirm travel to
= Confirm = — Dispatch incident
MMS Confirm

Message
propagation time
(and information

evaluation time) will
influence dispatch
time of proper truck.

30 min
travel to
incident

elapsed time

Time

baseline elapsed time
 E R R R R R R RRRERRRERRRRR T RRRRRRRAECRRRRRRRACRERERENE

Figure SD-2, Enhanced Operations - VSP Field User

In addition to requesting services using radio MB& officer uses a picture phone to
assemble an annotated image (or images) of théentscene. This multimedia
information is then distributed among a predefigealp of users. In this case, this
would include users at the VSP Division 7 Dispa@anter, the VDOT STC, and the
participating towing company dispatch faciliti€Bhe towing companies are the initial
benefactors; they now have much more informatidh which to determine the proper

resources for a response. The difference in etbjise between scenarios (i.e. with and
without MMS) could be significant.

The inclusion of MMS within this scenario is notanded to eliminate radio
communication — only augment it. Since radio comitation is still employed (and
required) as part of the dispatch process, arirdispatch of towing services may have
occurred before the MMS message is composed,hiistd, and analyzed. However, if
an additional towing dispatch will eventually bgueed, the MMS system may enable a
more timely and adequate response.

Note: While messages will be sent directly to the pgréiting towing companies, they

will not respond unless requested to do so by VBRIDn 7 dispatch per
standard operating procedures
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This scenario may be applicable for other fieldrsigsuch as VDOT SSP), with possible
variations to the radio dispatch procedures.

The purpose of this project is to facilitate thep@nse of follow-on resources to
incidents. This project has two key demonstratibjectives. The first is to capture and
distribute traffic incident scene imagery with telaly inexpensive and commercially
available equipment and services. The seconddstermine the value of this
information to the noted responders.

This project will proceed in multiple phases. Tpissed approach will allow the
demonstration to advance in manageable steps frapies and smaller scale
deployments in the initial phase (i.e., Phase e technically complex and broader
scenarios in the later phases. This document ges\a high-level description of the
messaging system used during Phase I.
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1. MMS SYSTEM PRIMER

The communication infrastructure used to send andive MMS messages will
introduce various degrees of latency (i.e., thewarof time it takes for a message to
traverse the network) and compatibility/consisteissyes (i.e., the ability to receive a
similar message by all users). These impactsdiviér among service providers,
location, time of day, and other parameters, amdoeaparticularly apparent when
sending messages between providers. The purpdbes girimer is to provide an
overview of major MMS communication infrastructw@mponents and the process of
sending and receiving an MMS message.

A. MMS INFRASTRUCTURE COMPONENTS

1. MMSC - Multimedia Messaging Service Center

Primary server utilized for MMS Messaging. Rowtesl delivers MMS
messages. It can be viewed as having three prictanponents:

a)

b)

MMS Server

Core component of the MMSC - contains, tracks,esuand stores the
MMS messages within the carrier’s network

MMS Web Server

MMS Server module (or separate server) that sendseceives MMS
messages to and from end user devices (phones,)RDAs a

carrier’'s network, as well as between carrierseiids MMS messages
and images via HTTP and/or WAP (or, more accuratefylies to
requests for MMS messages with the requested nefgssage). In
addition, it can send notifications of new/incomiMy!S messages to
end user devices via WAP/WSP “PUSH".

MMS Email Gateway

MMS Server module (or separate server) that semdisexceives MMS
messages to and from the Internet (via emailgoriverts the messages
between the internal MMS/WSP/WAP format (withinaareer's
network) and the Internet-standard SMTP format.

There are MMSC implementations by multiple vendorsluding Nokia,
NowMMS, Exomi, and Lucent.

2. SMSC - Short Message Service Center

Primary server utilized for SMS Messaging. Rowed delivers SMS
messages, both within a carrier's network and betvwearriers (when
authorized between carriers).
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Notifications of new MMS messages can be deliveiadsMS (and therefore
via the SMSC). While technically MMS messages loanlelivered via SMS,
it is never implemented this way in practice.

MMSC

NSP

E mail @ = = MMS
Gateway < U ° Server

t SMSC
= Web = SMS
s Server ¢ Server

Figure SD-3, MMS Infrastructure Components

B. MMS MESSAGE CONTENT

MMS messages can contain digital photographs, gzaptideo clips, audio files,
and/or short text messages. The content of argifsp®IMS message will depend
on the features and capabilities of the sourcecdevieither camera phone or
computer — and the service provider messaging rsygdessign, in particular, any
conversion that occurs when the carrier sends rgesda users on other networks.

C. MMS MESSAGE EXCHANGE

During the exchange of an MMS message between mdasers, the MMS message
will travel through a number of infrastructure campnts. This exchange can
include multiple handoffs, as well as multiple cersions (e.g., converting to and
from SMTP). Each of the steps in the message exghmtroduces delays into the
final delivery of the MMS message.

The five scenarios examined in this document argsaging between (1) two phones
on the same provider network, (2) two phones ondifferent provider networks, (3)
one phone on a provider network and one desktogpuatenon the Internet, (4) one
desktop computer on the Internet and one phonepsovader network, and (5) one
desktop computer on the Internet to another desta@agputer on the Internet.

1. MMS Message Exchange: Intra-Provider — Phone-to-Rime

This scenario involves the sending of an MMS mesdagone camera phone to
another camera phone on the same provider. Threstrnficture architecture for
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this scenario includes the MMSC components (e.¢dVBerver and MMS Web
Server) and SMSC components of one provider, agsiofigure SD-4.

b)

NSPy | {5 &

Send Message
Message Notification

@ Retrieve Message

MMSC

Emaill% = MMmS
Gateway . Server

Phone #n

s Server

Figure SD-4, Intra-Provider MMS Message Exchange

Communication: Phone to MMSC (Send Message)

After the MMS message is composed and assemblaedieddy the
user equipment (i.e. camera phone), the phonemitsithe entire MMS
message via an HTTP “POST” to the MMSC, as illusttan Figure
SD-5, below. Upon successful receipt, the MMSdiesgo the phone
within the open connection with an HTTP “OK” messag

Communication: MMSC to Phone (Message Notification)

After receiving an MMS message that is destinedfar of the users on
its network, the MMSC temporarily makes it accelgs(be., publishes
it) on a web server internal to the MMSC with avpte URL specific to
that particular MMS message. If the target pheneurrently available
on the network, the MMSC sends a WAP/WSP “PUSHifioation or
an SMS notification to that phone, including thevgte URL in the
notification.

Upon receiving a notification, most phones willihothe user of an
incoming MMS message (e.g., ring, vibration). Afderting the user,
some phones are configured to immediately retribgenessage from
the MMSC (“immediate delivery”) — other phones/dgafations will
wait for the user to manually ask for the retriesdlhe MMS message
by the phone from the MMSC (“deferred delivery”).
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c) Communication: Phone to MMSC (Retrieve Message)

To retrieve the message from the MMSC, the destingghone makes
an HTTP “GET” request to the MMSC (via its MMS W8brver
component) on the specified temporary private URhe MMSC
responds to the request with the actual contexit éied multimedia
attachments) of the MMS message. After succegdfioNvnloading the
message, the destination phone makes a new HTTBTP the
MMSC with an acknowledgement of the receipt of the MM&sgage,;
the MMSC subsequently replies with an HTTP “OK”.

Depending on the provider’'s system and the cordigom of the
relevant devices, the MMSC might use a WAP/WSP “RU® notify
the source phone (origin of the message) that thkSivhessage was
received by the destination phone.

The MMS message is typically available at the gawdRL on the
MMSC'’s web server until either the destination ph@acknowledges
receipt of the message or until a provider-spatifimeout, whichever
occurs first.

UE MMSC UE

HTTF POST sand-rag

HTTF OK sand-conf WEP PUSH natify-ind

: HTTP GET
- HTTP OK ratrieve-coni

—

HTTP PCST natify-resp

HTTP Ok

Y

WER PUSH gelivery-repart

Figure SD-5, Sequence Diagram: Intra-Provider MMS Message Exchange

2. MMS Message Exchange: Inter-Provider — Phone-to-Rine

This scenario involves the sending of an MMS mes$agone camera phone to
another camera phone on a different provider né&twdhe infrastructure
architecture for this scenario is an extensiorheflhtra-provider scenario. It
includes the MMSC components of each providerhasva in Figure SD-6.
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= Web
| o Server

s Server

Send Message

Message Exchange

Message Notification

@ Retrieve Message

MMSC

E mail g = = MMms
Gateway DS s Server

= Web
m | 2 Se:/er

Figure SD-6, Inter-Provider MMS Message Exchange

a) Communication: Phone to MMSC (Send Message)

This step operates in the same manner as with-prtoaider
communication.

b) Communication: MMSC to MMSC (Message Exchange)

When an MMSC receives an MMS message for a photsgdewof its
network, it contacts that carrier’'s MMSC and trarisrthe MMS
message to that MMSC. This transmission can tenpeed via HTTP
or via SMTP, depending on the agreements betweeodtriers and the
settings of each carrier's MMSC.

c) Communication: MMSC to Phone (Message Noaotification)

This step operates in the same manner as with-prioaider
communication.

d) Communication: Phone to MMSC (Retrieve Message)

This step operates in the same manner as with-prioaider
communication.
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Note: Notification to the sending phone of messagevdefitypically
works between GSM-based providers, but not betvziail A
providers, nor between a GSM provider and a CDMévjater.

3. MMS Message Exchange — Internet — Phone-to-Computer

This scenario involves the sending of an MMS mesdggone camera phone to a
non-phone user’s Internet email address. Thegtrfrature architecture for this
scenario is an extension of the Intra-provider agen It includes the MMSC
components of one provider and the destinationsiggernet Email Server, as
shown in Figure SD-7.

e Send Message

Q Message Exchange
& Notification

@ Message Retrieval

(Optional)

E mail @ = IF; MMS
Gateway = <up o Server | Ve

Phone #1

Web
o Server

Figure SD-7, Phone-to-Computer Internet MMS Messagé&xchange

a) Communication: Phone to MMSC (Send Message)

This step operates in the same manner as with-prioaider
communication.

b) Communication: MMSC to Internet Email Server (Messaje
Exchange)

The MMS Email Gateway (typically an internal modofehe MMSC)
converts the MMS message from its WSP/WAP messagganents
into a single SMTP message. This SMTP message counltain text
with encoded image/video/multimedia attachments$exirwith a unique
private URL back to the sending MMSC’s MMS Web Szrv similar
to the process described previously in Intra-PrewMessage
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Notification. The sender listed within the newgaihg SMTP message
is typically in the following format:

phonenumber@emailgatewayhost.wirelesscarrier.com

This is a valid email address — typically, the MiEI8ail gateway will
also receive email for this address, convertingtd an MMS message,
sending it to the specified phone.

The MMSC then connects to the recipient’s Inteiagil Server. The
communication between the MMS email gateway andriteznet email
server is simply a typical SMTP exchange betweeanltiernet SMTP
servers. The originating server (in this case MiWS Email Gateway)
connects to the receiving server, identifies itgeting the SMTP
“HELO"/"EHLO” message), identifies the sender amdeiver of the
incoming message (using the SMTP “MAIL FROM” messagth the
“sender” address of the source phone, and the SRTPT TO”
message using the destination email address)yanshtits the
converted/SMTP-encoded MMS message (using the SOARTA”
message).

Communication: Computer to Internet Email Server /MMSC
(Retrieve Message)

The destination computer contacts its Internet E8aiver using POP,
IMAP, or other email retrieval mechanisms, andiegts the incoming
SMTP-encoded email message. As previously detedriy the
sending MMSC, the email message may contain theeeviMS
message, or a link back to the MMSC for messagevet.

If the entire MMS message was included within theé message, the
text of the MMS message is displayed to the ustrimthe user’'s email
client application. Depending on the email cliapplication settings
(and the source carrier's SMTP encoding settirtgs) multimedia
attachments (images, video, etc.) may be displayéide with the text,
or may be shown as clickable attachments to thesages

If only the text portion of the MMS message waduded in the email
message, a link to the full MMS message (includirgmultimedia
content) is supplied within the email message. Udder can then click
on that link — when doing so, that URL is openethimithe email
application or within a web browser (depending lom @application’s
settings), and the full MMS message is display€kiis is similar to the
process described previously in Intra-Provider iee¢r Message — the
primary difference being that the retrieved messadermatted for a
standard web browser instead of a phone display.
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4. MMS Message Exchange — Internet — Computer-to-Phone

This scenario involves the sending of an MMS mes$ggan Internet-based
computer to a camera phone. The infrastructurt@tature for this scenario is
an extension of the Intra-provider scenario andathene-to-Computer Internet
scenario. Itincludes the MMSC components of awider and the destination
user’s Internet Email Server, as shown in Figure8SD

Send Message
Message Exchange

@ Message Notification

Server

Emaul% IF; MMS =
Gateway = «=p & ° Server

t SMscC e
. Phone
® web # SMs

| o Server Server

Figure SD-8, Computer-to-Phone Internet MMS Messagé&xchange

a)

b)

Communication: Computer to Internet Email Server (Send
Message)

The desktop computer user’s email application trarssthe message to
the Internet Email Server. This is done in a maspecific to the email
application and Internet Email Server associatet thie desktop
computer.

Communication: Internet Email Server to MMSC (Messae
Exchange)

This is the inverse of the exchange detailed irRthene-to-Computer
scenario. The Internet Email Server communicaidstve MMS Email
Gateway — which emulates a standard SMTP-basedhé&ttEmail
Server for incoming traffic — and sends the SMTReeled MMS
message to the MMSC.
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c) Communication: MMSC to Phone (Message Notification)

This step operates in the same manner as with-prtoaider
communication.

d) Communication: Phone to MMSC (Retrieve Message)

This step operates in the same manner as with-prtoaider
communication.

5. MMS Message Exchange — Internet-Only — Computer-t&Gomputer

This scenario involves the sending of an MMS mesgag more accurately, an
email message with multimedia attachments) by teriet-based computer to
another Internet-based computer. The infrastrecinchitecture for this scenario
is an extension of the Internet components of tegipus scenarios.

a) Communication: Computer to Internet Email Server (Send
Message)

This step operates in the same manner as withdimpater-to-phone
Internet communication.

b) Communication: Internet Email Server to Internet Email Server
(Message Exchange)

This step operates in the same manner as withdimpuater-to-phone
Internet communication.

c) Communication: Computer to Internet Email Server (Retrieve
Message)

This step operates in the same manner as withtibagzto-computer
Internet communication.
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V. MMS SYSTEM: CAMERA PHONE PROOF-OF-CONCEPT PROJECT

This section describes the MMS system used indlheeca phone proof-of-concept
project. This system includes a specific instavfadte basic MMS communication
infrastructure described in the MMS SYSTEM PRIMERetails of the providers’
system components are proprietary — and therefdteawn. User infrastructure
components include Internet email servers andretaiVeb servers, which may be part
of the network service provider’s system, or mayaéasd of the organization’s in-house
IT infrastructure. The project-specific systenpalscludes a project-standard message
composition, as well as a particular organizationassage flow.

The users of this system include field users, fizedter users, and mobile center users.

Field Users These individuals are responsible for creatingdiattibuting digital
imagery from the field (e.g., the scene of an iani). During Phase I, these users
will include Virginia State Police (VSP) Officerg DOT Safety Service Patrol
Officers, and field personnel from select towingl aacovery companies.

Center Users Personnel stationed at a fixed facility (e.g., W#OT STC or the
VSP dispatch facility). These individuals are pgents of the digital imagery
supplied by field users. During Phase I, thesesusdl include Virginia State Police
Dispatchers, VDOT Smart Traffic Center (STC) Oparsitand dispatchers from
select towing and recovery companies.

Fixed Center Users Center Users that rely on fixed communication s&wvi(e.g.,
wireline Internet access) and fixed computing resesi (e.g., desktop computer)

Mobile Center Users Center Users that rely on mobile communicationises/and
mobile computing resources (e.g., PDA)

Note: The distinction between fixed and mobile censersiis required during
initial implementation since some participating agg facilities do not
have dedicated Internet access.

Note: Mobile Center Users may include project oversigfficials from the VSP.
The following subsections describe the project-gpesystem infrastructure and

user/device associations, message compositiorsyetem message flow. Information is
current as of the release of this document.

A. PROJECT SPECIFIC SYSTEM INFRASTRUCTURE AND
USER/DEVICE ASSOCIATIONS

This section details the project-specific MMS sygsiafrastructure, as well as the
devices associated with each of project’s uselses@ project-specific details are
exemplified in Figure SD-9.
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vsp 0yl
Division 7
Dispatch

)

STC
VDOT SSP

= ®
Field User #n

Figure SD-9, Project-Specific MMS System Deploymergnd Device
Associations

The specific numbers and types of MMS equipmentsamdices are currently
unknown. Equipment will include more than one deyiand service will include
more than one provider (providers could include tdeX/erizon Wireless,
Cingular, Sprint, and/or T-Mobile).

1. Field Users

As of the release of this document, the cameraglsdmnd service(s) to be
used by the “Field Users” have yet to be determiined phones and services
are TBD and therefore details of these system coemis are unknown). In
addition, it should be noted that for any groupieitl users, the end user
devices could be different phones with differentge plans.

a) VDOT SSP Officers
= End User Device
e Camera Phone & Servicd:BD
0 Type 1 (phone & service)
o Type 2 (phone & service)
o and/or Type 3 (phone & service)
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b) VSP Officers

= End User Device
» Camera Phone & Servicd:BD
o Type 1 (phone & service)
0 Type 2 (phone & service)
o and/or Type 3 (phone & service

C) Towing Company A Drivers
= End User Device
» Camera Phone & Servicd:BD
o Type 1 (phone & service)
o Type 2 (phone & service)
o and/or Type 3 (phone & service)

d) Towing Company B Drivers
= End User Device
» Camera Phone & Servicd:BD
o Type 1 (phone & service)
o Type 2 (phone & service)
o and/or Type 3 (phone & service)

e) Towing Company C Drivers
= End User Device
e Camera Phone & Servicd:BD
o Type 1 (phone & service)
o Type 2 (phone & service)
o and/or Type 3 (phone & service)

. Fixed Center Users

Fixed Center Users rely on existing infrastruciaréheir respective locations.
The following information is based upon initial dissions and meetings with
the respective organizations, and may not reflectietailed specifics or the
current status of the organizational centers (duahainges in infrastructure
and/or changes in Internet security policy).

a) VDOT STC
» |nfrastructure
* Internet Service: YedSP and speed unknown)

* Internet Email Server: Unknowmay be in-house or ISP-
based)

= End User Device
* Desktop PC: Ye&unknown hardware and email client)
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b) VSP Division 7 Dispatch Center

= Infrastructure
* Internet Service: N¢building has connectivity, however
dispatch center is barred due to organizationalsiyg
policies)
» Internet Email Server: None accessible from center
network

= End User device
» Desktop PC: Yes, but cannot access the netywarkcan
it be connected to any wireless network due torgigcu
policies)

See Mobile Center Users, below. VSP D7D could Kekile Center
User if there is no Internet access/service avéddbr use.

C) Tow Company A Dispatch
» |nfrastructure
* Internet Service: YedSP and speed unknown)
* Internet Email Server: Unknowprobably ISP-based)

= End User device
e Desktop PC: Ye&unknown hardware and email client)

d) Tow Company B Dispatch
= Infrastructure
* Internet Service: YedSP and speed unknown)
* Internet Email Server: Unknowprobably ISP-based)

= End User device
» Desktop PC: Ye&unknown hardware and email client)

e) Tow Company C Dispatch

= Infrastructure
* Internet Service: N¢open to the possibility of getting
Internet connectivity for the center)
* Internet Email Server: Nor(&ill probably be ISP-based if
center gets Internet service)

= End User device
» Desktop PC: Yes, but does not have Internet cdiwvitgc
(unknown hardware)

See Mobile Center Users, below. One towing compaybe a Mobile
Center User if there is no Internet access/seraicalable for use.
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3. Mobile Center Users

Mobile Center Users rely on CMRS to provide Intém@nnectivity.
Connectivity will depend on signal strength witlive center of issue.

a) VSP Division 7 Dispatch Center

= Infrastructure
* Internet Service: Yeia CMRS, data rate determined by
device and service)
* Internet Email Server. YE€MRS -based)

= End User Device
» PDA: Specific devicdBD (If PDA can do MMS directly,
it operates like a camera phone — otherwise, itksdike a
desktop utilizing an email server]

o Can potentially sync with desktop in order to
transfer (and view) image on desktop’s larger
screen — however, security policy may prohibit such
a connection.

See Fixed Center Users, above. VSP D7D couldfreal Center User if
there is Internet access/service available for use.

b) Towing Company C Dispatch
» |nfrastructure
* Internet Service: Yefvia CMRS, speed determined by
device and service)
* Internet Email Server. Y§€MRS -based)

= End User Device
» PDA: Specific devicEBD(If PDA can do MMS directly,
it operates like a camera phone — otherwise, itksdike a
desktop utilizing an email server)

See Fixed Center Users, above. The Towing Compiigut Internet
service may have service installed, and therefaeldvbecome a Fixed
Center User.

B. PROJECT SPECIFIC MESSAGE COMPOSITION
This section describes the specific message cotigosif MMS messages to be
used during this project.

1. Message Content / Payload

Each message will include text indicating the lmrabf the incident. This
text could be located above or below any imageiwitie message, or in the
subject line of the message.
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Each message should include at least one imageale Wédme devices/carriers
can include multiple images per message, these-image messages may
not display correctly on other devices and/or nmaplve additional viewing
procedures, and so should be avoided for the paspaisthis phase of the
project. In addition, while it is possible to seathessage that does not
include any image (or multimedia attachment Hust send text), this should
only be done as a follow-up to a previous mesdageincluded an image
incident.

Note: Follow-up messages should be sent upon requestn8ary
messaging that is not requested, or messagingott@irs too
frequently, may disrupt or confuse the dispatclcpss.

2. Message Destination / Group Lists

Each message will be addressed to a single destinathich will be an
address book entry programmed within the devicéoavdth the device’s
carrier. This entry may be a list of destinatioldi@sses — stored on the
device or with the carrier. This entry also mayats&ngle email address for a
mailing list hosted on an Internet Email Serveendng to this entry will
distribute the message to all the devices in thgpt.

While different sub-groups may be created withia distribution lists (e.qg.
VSP Users, Towing Company B Users, VSP Commanierszon Users,
etc.), this is beyond the scope of Phase | of thgpt — the core scenario is
the sending of each message to all devices.

3. Composition Process

The composition process will vary with the selealeglices and carrier
service offerings. Details of the process willidbentified in the Operational
Procedures Document.

C. PROJECT SPECIFIC MESSAGE FLOW

This section describes the specific message floMMB messages utilized
during this project. Definitions and associatipnsviously outlined in the
document help provide a mapping between the prgjgetific entities.

Table SD-1 outlines the message exchange for atkus the project-specific

system — based upon initial discussions and estsnas the user devices and
carriers are still TDB, the information within theble is preliminary.
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Field Users

Center Users

VDOT VSP TowA TowB

TowC VDOT VSP TowA TowB TowC

SSP Ofc. Drvr  Drvr Drvr STC D7D Disp. Disp. Disp.
VDOT AE AE AE AE AE P AE P P AE
SSP
VSP AE AE AE AE AE P AE P P AE
Officers
TowingA AE AE AE AE AE P AE P P AE
Drivers
TowingB AE AE AE AE AE P AE P P AE
Drivers
TowingC AE AE AE AE AE P AE P P AE
Drivers
VDOT S S S S S * S I I S
STC
VSP D7 AE AE AE AE AE P * P P AE
Dispatch
TowingA C C C C C I C * I C
Dispatch
TowingB C C C C C I C I * C
Dispatch
TowingC AE AE AE AE AE P AE P P *
Dispatch

Message Exchange: A = intrA-provider, E = intEr-provider

P = Phone-to-computer, C = Computer-to-phone, | =ternet-Only

Table SD-1, Project-Specific Message Exchange

We can examine how Table SD-1 applies to the “EcbédrOperations — VSP
Field User” scenario depicted in Figure SD-2. igitilg a camera phone, the VSP
Officer transmits an MMS message to three locatidfar the first destination,
VSP Division 7 Dispatch (a PDA Phone), the MMS naggsis exchanged via
either the Intra-Provider scenario (“A”) or IntereRider scenario (“E”). For the

second destination, the VDOT STC, the MMS messag&changed via the
Phone-to-computer scenario (“P”). For the thirdtolation, TowingA Dispatch,
the MMS message is exchanged via the Phone-to-demgcenario (“P”).

D. FUTURE PLANS

Phase | of this study relies on provider resoutees MMSC, Email Servers,
etc.), for many message handling functions, ancefbee many message handling
capabilities (send, store, distribute) are limitedhe provider’s implementation.
Based upon the results of this current phase, Hhasght involve the
development and use of messaging servers (suahM#&C) owned and
operated by CapWIN in order to optimize and custenmessage handling.
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1.0 Introduction

The Camera Phone Proof of Concept project consfsésjoint partnership between the
FHWA and the University of Maryland’s Center for vahced Transportation
Technology (UMD-CATT). The goal of this projectts improve incident management
and response activities in the event of a traff@dent or other emergency situations that
affect traffic operations. This project will conisief two main objectives - first to
demonstrate the feasibility of using commercialtb#-shelf (COTS) wireless telephones
equipped with cameras to capture and deliver traficident imagery that is useful to
follow-on responders, such as tow companies, HAZM&mediation services, health
departments, or highway repair teams. Secondlgssess the value of these images to
follow-on responders based on improvements in tisefety, and efficiency while
responding to and clearing traffic incidents. Tjmisject will be coordinated with UMD-
CATT’s ongoing Capital Wireless Information Net (@&IN) program and will be
implemented in the Washington D.C. Metropolitan {idgRegion.

2.0 Project Background

Throughout the United States, many areas have ssmeased levels of traffic
congestion. Not surprisingly, traffic incidentsi@aemergency situations) which further
increase traffic congestion are a daily occurrenc&hese incidents include automobile
crashes, HazMAT spills, disabled vehicles, androgiteations that limit traffic flow. In
many cases, these traffic incidents produce camditihat result in secondary crashes
(further exacerbating congestion) and create dangersituations for responders
attempting to clear the incident or manage traffiough the incident scene. It is
therefore imperative that incidents be cleared ftbenroadway as quickly as possible.

During a traffic incident, emergency response agsn(e.g., safety service patrol, law
enforcement, fire and rescue) often require adufioassistance from follow-on
responders in order to clear the incident fromrtdelway. While emergency responders
can use wireless telephones, radios, or dispatehetices to call for assistance, they
typically do not have the ability to transmit détdi incident imagery directly to the
follow-on responders. Although CCTV cameras haeerbdeployed and cover large
segments of the road network serving the Metro &tegnany segments remain without
coverage. In addition, specific details that wolkduseful to follow-on responders may
not be visible to CCTV operators due to vehicle ifpmsng or CCTV resolution
limitations. As a result, follow-on responders nayive at the incident scene without
the proper equipment (e.g., tow trucks, HAZMAT sparters) or personnel required to
address the situation quickly and efficiently. mmany of these cases, follow-on
responders are forced to return to headquartecgalbfor additional support in order to
get the right equipment to the scene. This resuliscreased incident duration, causing
longer traffic delays and prolonging the hazardsiusation. The inability to clear
incidents quickly and efficiently continues to puessure on Washington'’s roadways.
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3.0 Project Summary

In order to address these challenges, FHWA and WAD-T will distribute between 20
and 40 COTS wireless camera telephones (i.e., @apiemes) depending on the number
of individuals taking part in the proof of concgpbject. Current participants in this
project will include the Virginia Department of Trgportation (VDOT), the Maryland
State Police, nad and several local commercialrigveind recovering services. Each
camera phone will employ wireless picture phonehnetogy that will enable
participating agencies to take and transmit digitabtos to one another. Each camera
phone will be used by emergency response agerwitaké detailed pictures of traffic
incident scenes and then transmit those image<tlgireo their dispatcher and the
appropriate follow-on responders. Typical COTS emrphones are equipped with VGA
(video graphics array) cameras with 640x480 resniuand digital zoom features. They
may also be equipped with Enhanced Data rates foM cvolution (EDGE) data
communications capabilities, resulting in improvsthsmission times and reliability. As
a result, follow-on responders will then be ablerd¢oeive these images on their own
compatible camera phones or on any computer wiihtamet connection. It is expected
that incident imagery (which may also include shadeo clips) will help follow-on
responders have a greater understanding of théemiciwhich will allow them to better
define their operational procedures and select rtieest appropriate equipment or
personnel before leaving for the incident scenenséquently, this should allow follow-
on responders to arrive at the incident scene thghproper resources in hand, resulting
in an accelerated incident remediation process.

3.1 Operational Concept

The concept of operations (CONOPS) for the Camé@® Proof of Concept project
identifies the processes, roles and responsilsilipelicies and data flows that illustrate
how this project is expected to improve incidentnagement and response activities.
The CONOPS serves as a road map for the Evaludteam in developing their
evaluation strategy. In order to provide a compnsive and accurate assessment of this
project, the Evaluation Team will review severatas represented in the CONOPS,
including the technical and operational aspectsalaincorporated throughout the proof
of concept project.

Figure 1 illustrates the initial CONOPS that wawealeped during July 2005. It is
expected that this CONOPS will be modified aftdr mbject participants have been
identified. At a recent stakeholder meeting heid\pril 5, 2006, the final CONOPS was
still in development. Once completed, the upd&@&INOPS will be reflected in the final
Evaluation Strategy document.
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Figure 1 - Camera Phone Concept of Operations

Participants Process Step Step Description
VDOT SSP makes on scene. Determination
Arrive on Scene & is made that Towing / HAZMAT remediation
N assistance is required and that photo of
VDOT / VSP Dett_armlne scene may aid follow-on response efforts.
Opportunity for photo
t SSP Driver takes one or more digital photos
with the phone / device and “Send” (see Photo
VDOT / VSP Take Photo & Send taking sub-process) to pre-defined group that
(see sub-process) includes STC Operators, VSP Dispatchers, and
Towing Dispatchers

To VDOT To Towing| & HAZMAT STC Operator and Tow Dispatch receives
photo simultaneously. Confirmation

(automated or manual) of image received is
~

provided to sender. Manual confirmation &
STC Operator @ association is assumed to take place via

Receives Photo radio or phone

l STC Operator reviews photo to assist in
N\ b )
: : determination of assistance needed — VSP
Determine Assistance @ contacted to notify appropriate towing company

Needed and/or HAZMAT remediation company in

accordance with standard procedures. Note may

- J be made that scene photo has been taken and
wad

Aintrik

A Tow and/or HAZMAT remediation company dispatcher
Tow / HAZMAT ) @ reviews photo and begins to identify required resources.

A Confirmation (automated or manual) is provided to sender.
Henry’s Compagz thecelves Manual confirmation involves phone call (or direct connect)
. . oto with sender. Tow company does NOT respond until
Willow Sprlngs ~ J contacted by VSP Dispatch to do so.

Redman’s [ I
\ 4

After Tow and/or HAZMAT remediation company

Photos Needed

call (or direct connect) may be made to sender on
scene to request additional specific photos.

~
Determine if Additional @ receives call from VSP Dispatch, contact via phone

Photo is distributed to additional internal / external
agencies as deemed necessary by STC operator or
VSP Dispatcher. For example, STC may send to

Send Photo to Other
Internal / External

- maintenance shop or to Maryland’s SHA’s Statewide
Agencies

Operations Center.

4.0 Project Timeline

The schedule presented in Table 1 illustrates ¢heies that will take place during
Phase | of the proof of concept project and théuatin. The evaluation will be
conducted in two phases. During Phase I, lessaraéd will be documented and posted
to the Lessons Learned Database maintained bytheRrogram Office. These will be
posted on a monthly basis throughout the projBetting Phase Il, a Case Study will be
developed in draft and final versions.
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Table 1 - Project Schedule and Milestones — Phases | and |I

Tasks Target Dates (s)
Obtain Phones Week of July 10 2006
Develop Training Materials Week of July 10 2006
Configure Phones & Schedule Training Week of August®, 2006
Distribute Phones and Training Materials Week of Awgust 7, 2006
Proof of Concept Duration August through October0P6
Evaluation Phase | - Documentation of August through October, 2006
Lessons Learned
Evaluation Phase Il — Development of Draft — January 15, 2006
Case Study Final — February 15, 2007

5.0 Evaluation Approach
This section presents the core objectives and afeamcentration for the evaluation.

The main focus of the Evaluation Team is to quiiédy assess the benefits realized by
the use of wireless camera phones to improve regpoapabilities for traffic incidents or
emergency situations. The following assessmeiaisaaee included in the evaluation:

» User Satisfaction- The evaluation will assess end-user perceptiont® feasibility
of using camera phones to improve incident cleardimees. The evaluation will
also examine end-user perceptions regarding ovdraiiefits for incident
management and potential next steps for futurei@dins of this technology.

* Operational Procedures -The evaluation will determine how camera phonesswer
used to improve incident management and resportsgtias. The evaluation
will determine how the camera phones were intedrat@o the existing
operational/incident response activities and assksw varying weather
conditions, time of day, or other factors affece thbility of end-users to
capture/transmit high quality images. In additidhis evaluation area will
include assessments of when and under what conslitte camera phones were
utilized. End-user perceptions of efficiency gamsenhancements provided as a
result of using camera phones will also be evatuate

» Technology Functionality - The evaluation will assess the effectiveness of the
technology used throughout the camera phone pifoadrecept. Specifically, the
evaluation will assess image quality, equipmenabdity and usability, speed of
service, and web server imagery.

! As currently planned, Phase Il of the evaluation vélicbnducted once the Phase Il project plan is
approved, pending available funding. The Camera Phajed®?Management Team has indicated that
many of the activities initially planned for Phase Il &f froject have already been completed.

2 Pending availability of funding.
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» Safety Improvement -The evaluation will assess end-user perceptiortsoof the
use of camera phones can improve levels of safetyngl traffic incident
remediation. The evaluation will also determinghi& camera phones reduce
roadway exposure for response personnel, queuthleangd secondary accidents.

 Institutional and Technical Issues -The evaluation will identify any issues, either
technical or institutional, that were encountereughout the project (and not
addressed in other evaluation areas). The Evalu@gam will examine the effect
of these issues on the project and describe hoywtieee addressed.

The evaluation objectives are designed to measeyeakpects of this project and will
prove valuable in determining if wireless cameramn#s can be used to improve the
efficiency of incident response activities.

6.0 Data Collection Techniques

This section describes the data collection metlioatswill be used to collect information
for this evaluation. The Evaluation Team recomnseth@t several overlapping methods
be employed in order to provide a comprehensiven@aion and to address each
evaluation area from multiple perspectives.

Field Observations.The Evaluation Team will conduct field observaidn assess the
functionality and effectiveness of using cameran@soduring incident management and
response activities. This will require the EvaloatTeam to ride along with project
participants and document how the camera phones wssd during incident operations.
This will provide the Evaluation Team with a fitsénd account of how incident
operations are carried out. In addition, fieldeations may provide additional details
about the types of situations or conditions thatengresent when/if camera phones are
used during the field observations. The Evalualieam will work with UMD-CATT
staff and project participants to schedule fieldefations.

User Interviews. The Evaluation Team will work with UMD-CATT sta#ind project
participants to identify and schedule the appraerizersonnel to be interviewed. This
will include developing survey instruments or qumstaires. Interviews will be
conducted in person, by email, or by telephonethatconclusion of each interview, the
evaluator will prepare summary notes that detatheaterview. Summary notes will
then be forwarded to the interviewee for final coemts and to ensure accuracy.

Archived incident images.Project participants will have the ability to stdmages on
their camera phones or personal computers (vianeteconnections). As a result, the
Evaluation Team will work with UMD-CATT staff andrgject participants to analyze
sample images that may determine which factorsg@mguality, time of day, weather
conditions, etc.), if any, influence incident maeagnt and response activities.

Operating procedures and other documentationThe Evaluation Team will work with

UMD-CATT and project participants to determineh&toperating procedures, as defined
in the CONOPS, can be modified in order to achieggmal performance. This will
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include a “before and after” analysis to determfrtbe camera phone improves upon the
existing operating procedures and communicatiorngsges used by project participants.
The Evaluation Team will also meet with project tggpants to document how the
camera phones were used and identify the typeerafittons or variables (e.g., weather,
time of day) that affected the ability of the cam@hone to enhance incident response
activities.

Archived Incident Data. CAPWIN and VDOT currently archives traffic datai@iés for
incidents in which camera phones were used by Chipavid VDOT personnel to aid in
the incident response process. As a result, tladugtron Team will work with CapWIN
and VDOT personnel to acquire and review archivesident data. This data will be
used by the Evaluation Team to document the camleoae’s usage and examine the
types of incidents or conditions (e.g., weathengtiof day) that were present at the time
of the incident. In addition, the examination ottaved incident data may also help
identify best practices or illustrate the abiliti@nd limitations of camera phone
technology.

Several types of incident data will be studied dadumented, including:

* How the camera phone was used

* The type of incident that was involved (traffic mant, HAZMAT spill, etc.)
* The location of the incident

* The time of day in which the incident occurred (gaynight)

» The type of weather conditions that were preserihduhe incident

7.0 Project Deliverables

An important aspect of this evaluation will be tocdment the lessons learned as they
unfold throughout this project. All lessons leatwell be submitted to the United States
Department of Transportation (US DOT) Intelligemaiisportation System (ITS) Joint
Program Office for inclusion into their Lessons tread database after they have been
validated by project participants and the Evaluaiieam.

At the end of each phase of the project, a Benafits Lessons Learned Report will be
prepared. This report will summarize lessons kedrnidentify specific benefits, and
document best practices. In addition to the Bénhefnd Lessons Learned Report, the
Evaluation Team will develop a Case Study of thejgmt as the primary Phase Il
deliverable.  The development of the Case Studlyallow the Evaluation Team to
illustrate the benefits of using camera phonesrfoident management and response to
project stakeholders or transportation communitidsie Case Study will also provide
potential end-users with a “real-world” example hmfw camera phones were used to
improve incident management and response actiatiswill provide direct feedback on
the experiences or findings that were encounteyecdubrent end-users. As a result, the
Evaluation Team may be able to address the follgwjnestions with a greater sense of
accuracy and detail:
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* How was the camera phone used to improve the intidanagement and response
activities during the incident?

* How much time was saved throughout the incidentagament and response
process as a result of using camera phones?

* Was the camera phone reliable during incidents?

* Did the camera phone improve levels of safety dumeidents?

e Was the camera phone easy to use?

The Case Study will provide an in-depth look at #adue and role of camera phones
during incident response operations. In additiba,case study will allow the Evaluation
Team to collect critical information that may beeddo further support the evaluation of

this project. It is anticipated that the case wtwill be executed during Phase Il of this
evaluation.
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l. INTRODUCTION

A. PURPOSE AND SCOPE

This document describes operational procedurethéomessaging system used
during phase | of the Camera Phone Proof-of-Conéegect. The operational
procedures are classified as either “domain” prapesior “technical” procedures.

Domain procedures identify the proper instancemotbcol for users to employ the
messaging system (e.g., under what conditions dreoMirginia State Police officer
consider using the messaging system). This docuitkentifies fundamental domain
procedures that have been approved by the agamses/participating in this stuly
Agency specific additions and exemptions to theseglures are under
consideration.

Technical procedures identify the proper operadiod use of the messaging system.
Technical procedures will vary with device and ssyand are not dependant on the
user/agency employing the system.

B. ORGANIZATION OF DOCUMENT

* Project Background

» Operational Procedures — Domain

» Operational Procedures — Technical
* Future Plans

C. REFERENCES

The following documents provide additional referefar the Camera Phone Proof-
of-Concept project.

* Operational Concept Description Document — Phase |
» Technical Requirements Specification — Phase |
» System Description Document — Phase |

! Domain procedures identified in this draft document areeatly under review by the agencies/users
participating in the study. Subsequent versions sfabcument will include formally approved
procedures.
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D. DEFINITIONS

Commercial Mobile Radio Service (CMRS): An FCC designation for mobile
wireless service offered by any carrier or licensbese wireless network is
connected to the public switched telephone net{®&TN) and/or is operated for
profit. These companies include the traditional cellulat Barsonal
Communications Systems (PCS) providers, such agMewWireless, Sprint,
Cingular, and T-Mobile.

Note: Nextel Communications is not a CMRS provider, IuEahanced Specialized
Mobile Radio (ESMR) provider. Traditionally, ESNMRviders cater to
business and industrial customers and have systétin®ither no connection
or limited connection to the PSTN. These compaisgsoperate in a
different frequency bands than the cellular and R@&iders. However,
Nextel has full connection to the PSTN and the atpmral distinction
between Nextel and other CMRS providers has disappe

Short Message Service (SMS)The transmission of short text messages to amd fr
a mobile phone, fax machine, and/or IP addressssifiges must be no longer than
160 alphanumeric characters and contain no imaggsaphics. Once a message is
sent, it is received by a provide&hort Message Service Center (SMSC)vhich
must then deliver it to the appropriate mobile devi

Multimedia Messaging Service (MMS): A store-and-forward method of
transmitting graphics, video clips, sound filesj ahort text messages over wireless
networks using the Wireless Application ProtocolA®. Providers deploy special
servers, dubbellultimedia Messaging Service Centers (MMSCJo implement the
offerings on their systems.

Field Users These individuals are responsible for creatingdisttibuting digital
imagery from the field (e.g., the scene of an iant). During Phase I, these users
will include Virginia State Police (VSP) Officerg DOT Safety Service Patrol
Officers, and field personnel from select towingl aacovery companies.

Center Users Personnel stationed at a fixed facility (e.g., #WzOT STC or the
VSP dispatch facility). These individuals are pgents of the digital imagery
supplied by Field Users. During Phase |, thesesusdl include Virginia State
Police Dispatchers, VDOT Smart Traffic Center (ST¥perators, and dispatchers
from select towing and recovery companies.

Fixed Center Users Center Users that rely on fixed communication s&wvi(e.g.,
wireline Internet access) and fixed computing resesi (e.g., desktop computer)

Mobile Center Users Center Users that rely on mobile communicationisess
(e.g., CMRS) and mobile computing resources (PDA)
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Note: The distinction between fixed and mobile Cents#rslis required during
initial implementation since some participating age facilities do not
have dedicated Internet access.

Note: Mobile Center Users may include project oversigfficials from the VSP.
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IIl. BACKGROUND

The Camera Phone Proof-of-Concept Project will @rarthe utility of capturing and
distributing incident scene imagery to towing aaedavery providers, HAZMAT
remediation contractors, and other follow-on resgoorganizations. The premise of the
project is that if this information is suppliedartimely fashion, the responders can
correctly size and more rapidly configure theip@sse to the scene from remote
dispatch facilities. As suggested in Figures Cad OP-2, a faster and properly
calculated response will shorten the responsetona@ incident, which can subsequently
shorten the duration of the incident and redudédreongestion.

Figure OP-1 represents a common dispatching seefuariowing and recovery services.
In this instance, a VSP officer uses radio commaftioa — typically some form of land
mobile radio (LMR) — to request services from theiflon 7 Dispatch Center and relay
information about the incident scene.

<> Radio Communication
VSP VSP VDOT
Officer Division 7 STC Small Large
Dispatch Tow Co.  Truck Truck
[ Req. Tow =»] |“| M M
= Confirm == | Req. Tow
[C— Confirm = Dispatch
= Confirm
20 min
travel to
Req. Other incident
___Resources
— ACK st
) — Dispatch -
g Confirm
|_
60 min
travel to
incident
v (due to
increased
elapsed time traffic
volume)

Figure OP-1, Baseline Operations - VSP Field User

The Division 7 Dispatch requests service from therapriate towing company, which
subsequently dispatches a truck. After arrivinthatincident scene, it is determined that
different/additional resources are required. Duddveloping traffic congestion, it can
take significantly longer for these new resourcesrtive at the scene.
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Figure OP-2 illustrates a similar scenario, inahgda modified flow of information and
potential time-savings when supplementing radiormomication with MMS messages.

<+—> Radio Communication
MMS Communication

VSP SP

Officer D|V|S|on 7 vDOT Small Large
ﬁ Dispatch STC Tow Co. Truck Truck
— Req. Tow =]
e— Confirm = Req Tow
Confirm L Dispatch 20 min

| travel to

[*= Confirm

= Confirm = — Dispatch incident
MMS Confirm
Message
propagation time 30 min
(and information travel to
. evaluation time) will incident
elapsed time influence dispatch

time of proper truck.

Time

baseline elapsed time
 E R R R R R R RRRERRRERRRRR T RRRRRRRAECRRRRRRRACRERERENE

Figure OP-2, Enhanced Operations - VSP Field User

In addition to requesting services using radio MB& officer uses a picture phone to
assemble an annotated image (or images) of théentscene. This multimedia
information is then distributed among a predefigealip of users. In this case, this
would include users at the VSP Division 7 Dispd@anter, the VDOT STC, and the
participating towing company dispatch facilitieBhe towing companies are the initial
benefactors; they now have much more informatiah which to determine the proper

resources for a response. The difference in etbjpse between scenarios (i.e. with and
without MMS) could be significant.

The inclusion of MMS within this scenario is notanded to eliminate radio
communication — only augment it. Since radio comitation is still employed (and
required) as part of the dispatch process, arairdispatch of towing services may have
occurred before the MMS message is composed,hiistd, and analyzed. However, if
an additional towing dispatch will eventually bgueed, the MMS system may enable a
more timely and adequate response.

Note: While messages will be sent directly to the pgréithg towing companies, they
will not respond unless requested to do so by VBRIDn 7 dispatch per
standard operating procedures
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This scenario may be applicable for other Fieldrgl¢such as VDOT SSP), with
possible variations to the radio dispatch proceslure

The purpose of this project is to facilitate thep@ense of follow-on resources to
incidents. This project has two key demonstratibjectives. The first is to capture and
distribute traffic incident scene imagery with talaly inexpensive and commercially
available equipment and services. The seconddstiermine the value of this
information to the noted responders.

This project will proceed in multiple phases. Tpissed approach will allow the
demonstration to advance in manageable steps fropies and smaller scale
deployments in the initial phase (i.e., Phase e technically complex and broader
scenarios in the later phases. This documentitdesopperational procedures for the
messaging system used during Phase I.
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Il OPERATIONAL PROCEDURES
Operational procedures for the messaging systemuaded by five primary actions:

* Photography. Field User takes a digital photograph

* Message Composition Field User composes a multimedia message (tligita
picture, with text and/or audio annotation)

* Message Distribution Field User distributes a multimedia message

* Message Receipt Field User(s) and/or Center User(s) receiveminétimedia
message (recipients may subsequently redistribetenessage)

* Message Assessment and Respongeenter User(s) review incoming messages
to determine the proper resources for towing andvery efforts, HAZMAT
remediation, or any other response activitiesldRiiser(s) are able to view the
picture, listen to the audio, and/or read the tet a multimedia message, but
response is left to the Center User(s) duringithigl phase of the study.

Each of these actions has both domain- and tedhngecific components.

Note: These five actions are also used in the constriuttteoTechnical Requirements
specification document

A. DOMAIN PROCEDURES
Domain procedures identify the protocol for usihg imessaging system.

Note: The following domain procedures have been apputdyethe
agencies/users participating in this stddyHowever, it should be
noted that differences among the agencies’ policiggt require
changes to these procedures at any time duringttny.

1. Photography

Required: At least one (1) picture is required for theialimessage. This
picture is referred to as the “primary picture”.

Note: The initial multimedia message is defined asfitts¢ such message
from a given user associated with each incident.

Since the goal of this initial study is to impraesponse time for towing and
recovery services, the vehicles involved in andant are likely to be the
main subject matter. Visual information (i.e., theture) should be relevant
to the recipients (e.g., VSP, VDOT, and towing dispers). The vehicle(s)

2 Domain procedures identified in this draft document areeatly under review by the agencies/users
participating in the study. Subsequent versions ofdbéaiment will include formally approved
procedures.
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and relevant surroundings should fill the pictuserfe in order to transmit as
much information as possible.

Optional: Additional pictures of the incident can be takenl might include:

* Incident vehicle(s) along side other subjects (pedpst responder
vehicles, etc.) in order to provide relative sinel @ontext

* Hazmat signs / markers / placards

* Make/model indicators

* License plates

These photographs can be attached to the initiasbage, or be sent as follow-
up messages, depending on both the capabilititeeahobile device and the
formal domain procedures for this study.

Note: Safety should never be compromised during phajigy.

. Message Composition
Required:

1. The initial multimedia message shall include thiengry picture (refer to
section IIl.A.1)

2. The initial multimedia message shall have a sxtotation that includes
the towing compangone codeand docation identifier that are
associated with the scene of the incident.

Note: There is no specification on text entry methodnduPhase
| of this project; therefore, text can be entergdl9,
keyboard, and/or speech-to-text mechanisms availabl
the select mobile device.

Zone codesas represented in Table OP-1, are used by thagow
companies to identify the general location of andant.

Table OP-1, Towing Zone Codes

Zone Code | Description
A7 Sector A7 — Alexandria; bound by 1395, Rt. 7 and...
B1
Cl
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Location identifiers can vary and might comprise the closest intergecti
(e.g., 495 @ Rt. 50), the closest milepost (e.d?bNRt. 66), a block
address (e.g., 4200 block of Rt. 7), or other desigy's.

Note: Under consideration There may be preferences to require only the
towing zone codes, instead of both the zone codi¢henlocation
identifier. While this would simplify the text gnprocess, it would
also significantly limit the incident location infoaation.

Initial Message
Required:

- Primary picture
- Text: Zone Code & Location ID

Example:

X3; Rt22@MP7

This example does not represent the display characteristics of any
specific device. It represents message content only.

Optional: Additional information may be provided the form of secondary
pictures and supplemental annotations. This indbion can be provided in
either the initial message or subsequent messalmg to the same
incident.

Additional information might address:

* The number of vehicles involved

* The make/model of vehicles involved
* More detailed location information
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Initial Message
Required:
- Primary picture
- Text: Zone Code & Location ID

Example:

X3; Rt22@MP7
*kkkkkkkkkkkkhkkhkkhkkhkkhkkhkhkkkkhkkhkkhkkkhkkkhkhkkhkhkhkkk
Optional:

- Secondary picture(s)

- Additional Text Annotation(s)

- Additional Voice Annotation(s)

Example:

Single vehicle in median; departed Rt22
S; Rt22 S Closed left lane; Guardrail
debris Rt22 N: Rt22 N closed 2 left lanes

Subsequent Message(s)
(same incident)

Required:
- none

*kkkkkkkkkkkkkkkkkkkkkkkkkkhkkhhhhhhhhkkkkx
Optional:

- Secondary picture(s)

- Additional Text Annotation(s)

- Additional Voice Annotation(s)

Example:

Renault Mean Cdupe. 4
passengers; 1 injured seriously.

U@S (audio attachment)

These examples do not represent the display characteristics of any specific device. They

represent message content only.
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Supplemental annotations may be text or autfithe mobile device is
capable of audio recording, voice annotations @uoded to provide detailed
information that is difficult to capture via text.

Note: The ambient noise level at the incident scens imeilow enough such
that the attached audio will be intelligible to timtended recipients.

. Message Distribution

During Phase | of this project, all messages froeidFUsers will be delivered
using a master distribution list. The master dhstion list will include:

All participating Center Users from VSP, VDOT, ahe three towing
companies.

Select Field Users from VSP, VDOT, and the thredrig companies.
Select project oversight officials from CapWIN, V.&d VDOT
Select system evaluators from Mitretek SystemsSahic.

Note: A single entry reference to the master distidoutist (i.e., a master
contact) will be loaded into each device prior tmducting the field
study. During subsequent phases of this projesterapecific
distribution lists (e.g., VSP or VDOT personnelyman be employed.

Note: Under Consideratior The following issues impact the composition of
the master distribution list. These matters amder consideration for
the distribution list to be used in the conceptexys however, they are
of more significance when establishing distributiisis for
operational deployments.

- The cost of sending a message: Providers wilhaftearge
differently for messaging services, some may #@aessage using
master distribution list as “one” message. Otherght charge
based on the number of subsequent messages “foed/atd each
user on the master distribution list. Some prosgd#gfer unlimited
messaging; some do not.

- The need for Field Users to receive all messagdesiight be that
Field Users do not need to receive all the messagbsiitted by
other Field Users. If a particular Field User doeeed to receive
a specific message, perhaps it is better that thesage is
forwarded by the appropriate Center User. This ldaliminate
unnecessary message traffidote: Mobile Center Users are not
considered Field Users, although they may be autHie field”.
See Definitions in section 1.D
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Note: Message Redistribution (i.e., Forwarding a Message)

Depending on the composition of the master tistion list, some
users might not receive particular messages. llkady that some
users — principally Center Users — will want to p&grtain messages
to others... for further evaluation, for oversight;.elf so, message-
forwarding guidelines will need to be establishdthese guidelines
can be inserted at this point in the document.

. Message Receipt

When participating in this study, users must h&edrtmessaging system
equipment operating and prepared to receive mulianemessages. This
equipment must also be configured to provide adegueatification upon the
receipt of any multimedia message (i.e., usersldimiaware of any
incoming message at the time of receipt).

a)

b)

Visual Notification

The equipment (both mobile device and computer)tpresride visual
indication when receiving a new message. MinimdHhis should be a
new message indicator icon somewhere on the scfeeferably, this
should be a persistent pop-up window that reqtiresiser to
acknowledge receipt of the message (acknowledtestoecipient’s
equipment, not to the original sender).

Audible Notification
A mobile device must provide audible indication whieceiving a new
message. If a computer has configured audio, gtralso provide audible

indication when receiving a new message.

If the mobile device is set to a “silent mode’slitould provide physical
indication when receiving a new message arrival {ilbrate mode).

Note: Audio and visual message notification mechasigiifl be set on
eachdevice prior to conducting the field study
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5. Message Assessment and Response

For this project, the primary message recipierasCanter Users associated
with the three towing companies participating iis $tudy, and the VSP
District 7 and VDOT STC dispatchers. During Phlagkthis study, these
Center Users are responsible for message assesandergsponsef-ield
User(s) will be able to review multimedia messaaes subsequently advise
others about the incident, but assessment andrresp® a Center User task.

Note: Although Mobile Center Users may be out “in tieédf’, they are not
considered Field Users. Mobile Center users magekponsible for
assessment and response. See user definitioastiors|.D.

a) Acknowledgement

During Phase | of this study, users are not requimeacknowledge receipt of
a multimedia message using the multimedia messaystgm. Radio
communication used during the standard/existingadch process should be
used to acknowledge receipt of a multimedia message

b) Allocating / Re-allocating Resources

All incoming messages, including picture(s) andaations, should be
reviewed by the agency/personnel responsible focaing and/or re-
allocating resources. These individuals will detieie the proper resources
for towing and recovery efforts, HAZMAT remediatiaor any other response
activities.

The design of this project is such that it showdtimegatively impact current
response and recovery operations. Resources sheullfocated and
dispatched to incident scenes in the same methexihefore the multimedia
messaging system was employed (i.e., using sarpatdisprocess and the
same radio communications). As a general rulpadchers should not wait
for the receipt of the multimedia message befoit@almesource allocation.

When the analysis of a multimedia message warrarafiocation of
resources dispatched to an incident scene (dayger tow truck, a
HAZMAT crew), the relevant personnel should be inedi of the changes
using the standard dispatch procedures (e.g.,)fadio

% For the purpose of evaluating the concept systempearps as a means of non-repudiation during
subsequent operation use, any such re-allocation sheultcorded.
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c) Requesting Additional Messages and Forwarding Mesgas

Depending on the incident and the information siggipih the initial
multimedia message, recipients — typically the €eblisers — might choose to
request additional multimedia messages from thiel Eleers — either the user
providing the initial message, or other users redpg to the incident.

During phase | of this study, this request (of offield Users) should be
made by radio communication. It is possible to entliks request by replying
to, forwarding, or generation a new message usiagrultimedia messaging
system. However, radio communication is recommendeimplify the
process during this initial phase of this study.

As those responsible for message assessment grmhses the Center User(s)
might wish to forward multimedia messages to otlieas did not receive the
message. If so, refer to Message Re-distributiodedines in sectionlll.A.3.

d) Mapping the Incident

Note: Mapping will depend on the resources and calit#s of the Center
Users. This feature might be developed as pati@Phase Il
research efforts, or of it may be established insgguent phases of
this study

The designated Center USshould map the incident using the “Required
Information” provided in the initial message. Tiene code can be used to
highlight a map region. The location identifiendae used to pinpoint the
nearest intersection, identifying that locationtlo@ zone-highlighted map.

When available, GPS data should be used to crea®act map of the scene.
GPS data may be obtained from the picture itssime phones may embed
GPS metadata (EXIF / ITPC) within the picture imaddternatively, GPS
data might be obtained from carrier services — soangers offer a fleet
tracking service, where (from a website or API) oaa obtain the GPS
location of a specific mobile device.

4 As testing is currently defined, Center User at the VIZJT are to receive information regarding all
incidents reported with the concept system. For tltialistudy, it is recommended that these users be
designated as those responsible for mapping activities
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B. TECHNICAL PROCEDURES

Technical procedures identify the proper operadiod use of the messaging system.
Technical procedures will vary with device and ss¥yand are not dependant on the
user/agency employing the system.

Note: As of the completion of this version of the doeent, the final selection of
devices/services to be used during Phase | okthidy was not yet complete.
Information pertaining to the use of the Motordd®0 is used to exemplify the
technical procedures. The i860 is currently usgd/DOT and might
therefore be one of the devices used in Phaséhiostudy. Similar
information may be provided for other field deviesshey are selected for
use in the study, and/or may be provided in otlejegt documentation.
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1. Field User Devices

This section addresses the primary technical puwoesd photography, message
composition, distribution, and receipt) for eachhad following Field User
devices.These devices meet technical specifications and agproved by the
participants in the study. This is not an exhaedlist of devices/services, and
other options might be added to subsequent versibtigs document, or in
subsequent phases of this study. Most of theseaewill become discontinued
in a short period, yet similar devices with preshipdetter performance and
capabilities will replace them in the market.

Note: Several devices and services options from vanmaviders are currently
under evaluation for use during subsequent phat#ssstudy

a) Motorola i860 (Nextel/Sprint)

The Motorola i860 was Nextel’s first picture phoriEhis unit was introduced
in October of 2004. This unit meets all the techhspecification
requirements for this study, but was selected pilyneecause many of the
prospective VDOT participants already have andthisedevice.

(1) Photography

When the phone is opened, the user is presentbdhveitmain menu.

by default

[{E2TEL
b2z o 0 6]

1 Press the “OK” button to
select the camera application

2 Frame the target and
press the “Capture” soft
button (top left, as labeled
on the screen) to capture
the picture.

** Refer to Section Ill.A.1
(domain procedures for
photography)

J#, Picture Maode

apy Size: Xlarge
97% Free

Capture B Back
5 o T

3 At this point, the picture
is ready to be sent, saved,
or discarded. If the picture
should be re-taken, press
the “Discard” soft button
(top right, as labeled on the
screen) to return to the
previous screen (Step 2).

¥ B Caplu?e

2y Size: Hlarge
97% Free

B Discard
T e




(2) Message Composition (and Distribution)

Depending on the device, part of the message lulisiton process
(e.g., selecting message recipients) might be iated with the
message composition process. This is the caskddviotorola i860.

1 When viewing a captured picture, press the “Send” 2 While the “To:” field is
soft button. This will save the picture and take you to the highlighted, press the
Create Message screen “Contacts” soft button.

This will take you to the
Contacts screen

[ TR R FTHT \
(LWL LU DT e 1L
Lreate Message. |

To:
Message:
Subject:18 Oct 001
Attach:18 Oct 001

Ce:

Saving Media Priotity:torma

FilePlease Wait Report:Cff

Walid Until:g42

Catu-re
ize: Xlarge
97% Free

B Discard
Y

“Conics E)
1R

Cancel

*** The Contacts list will be created in each devjarior to field-testing
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3 Scroll to the contact

identified as “Master”
and press the “OK”
button. This will select the
Master distribution list as a
recipient of the message.

Contacts.
' [New Contact] ‘

Master

4 Press the “Done” soft

button. This will return
you to the “Create
Message” screen with the
Message field highlighted

Note: If a sub menu
appears before having the
option to select the “Done”
soft button, select the
appropriate entry on the
submenu, press “OK”, and
then press the “Done” soft
button.

Lalit s a © =
Contacts

. @ Master

5 Press “OK” to bring

up the message text
entry screen

LT L O = o=

Create hWessaga.
Tao: Master

Mes.sé@é%‘- _
Subject:17 Jan_001
Attach: 17 Jan 001

Cc i
Priority:Morma

Report:Of

Yalid Until:&f2

“ Cilotes B Cancel
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6 Enter text using the number keys (either using
T9, or using repeated pressing of a digit to bring up
the corresponding letter) and press “OK”. This will
return you to the Create Message screen with the
entered text displayed in the Message field

Create Message

fiTo:
Message:_

Subject 19 Jan 003 il

Cc:

: Priority:lorma
Report:Of

Walid Until:5/2

Cancel
T R AT

Note: The process defined in Step 3 of messages cdiopasid distribution
(above) will deliver the message to an independprdil server (i.e., not
associated with any service provider). This ince@nt server will
subsequently distribute the message among alldhe&pants associated
with the contact name, in this instance, all usessociated with the
‘Master’ contact. This is currently the easiestthoel for mass MMS
distribution among various mobile and fixed useith wifferent devices
and service options. The method might introduteniey and message
convergence (interoperability) issues. Howevempad of an on-going
technical evaluation, these performance issuesheithddressed in order
to establish an optimal method for both data eatngd message delivery.
For example, it might be possible to create massidution lists on
individual phones, thus eliminating the need far itdependent email
server. However, this requires additional systeamtenance.
Furthermore, this might be only part of the solatiorhe most
appropriate method(s) may be incorporated intoratersions of this
document.
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(3) Message Distribution

1 To send the message from the Create Message screen, press the
“Send” soft button. You will be given an indication screen while the
message is being uploaded, then another indication screen after the
message has been sent.

Create Message

te Message

To:7035551212

To:

Message:_

Subject:19 Jan_ 003 — i
Attach:19 Jan_003

Cc:

E

. Message Sent!
Priority:Marma

Report:0ff

Walid Until:5i2

Sending Message:
X3; Rt22@MP7

e
Send 3

Cancel
RETRRET)
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(4) Message Receipt

The i860 can receive an MMS message when closefeor.

1 When a multimedia message arrives, a message tone
will chime, and the external display will indicate that a
New Message has arrived. The external display will
also identity the sender.

When opened, the internal display will indicate that a
New Message has arrived and identify the name of the
sender, the image name, and the size of the image.
Note: The image name is set by the sending device;
often, it is automatically named with the current date.

Tal @t e A Q=

‘& Cpt. Smith

=1 JAN18_004

b 25KE

Read Later

2 To read the message,
press the "Read" soft
button

(

Lol 0t =) B =

|

|

‘4 Cpt. Smith

=1 JAN18_004

6 26KE
Read Later
e pa e
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3 If it has not already done so, the phone will then finish
downloading the incoming message.

The start of the incoming message will be displayed.
Since the Master distribution list is external to the MMS
system, the message may contain a large URL near the
top of the message (used to retrieve the message via a
web browser). If the image or incident text does not
appear on the first screen, press the down arrow button
in order to scroll down the message.

After scrolling down one screen, the incident text and
image should be displayed.

um‘ 4 a2 5 & (= r..un' di & 1 @ =
1. Cpt. Smith ’ 1. Cpt. Smith

Subject: JAN18_004 To view the
This is an MMS
message.
Please go to
http://mms.nextel.com
/mms/anon/do/Legacy
Log?acount=1282&Se
nder=17035764177&
To view the

Note: During Phase | of this study, it is not requdr® acknowledge
receipt of a multimedia message using the multimpaissaging
system. Radio communication used during the ataleixisting
dispatch process should be used to acknowledgéptexfea
multimedia message.
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(5) Message Assessment and Response

During Phase | of this study, message assessmeémegponse is the
responsibility of Center users (i.e., towing companSP D7, and/or
the VDOT STC dispatchers) and is therefore noweieto the i860.
The 1860 is being used as a Field User device.

Field users responding to received MMS messagaddhse standard
dispatch procedures (e.g., radio). Refer to theaio procedures
identified in section III.A.5.

b) Other Devices: The Motorola i580 and the LG VX5200

Note: As of the release of this document, it is exquetitat some VDOT
users will use the new Motorola 1580 (pictured belteft) during
the initial phase of this study. It is also exeelcthat many of the
non-VDOT users will use the LG VX5200 (pictureawelright)
during the initial phase.

Technical procedures may be provided for thesecds\in a
revision of this document.
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2. Center User Devices

This section addresses the primary technical prresdmessage composition,
distribution, receipt, and assessment and respémseach of the following
Center User devices. This is not an exhaustivelidevices/services, and other
options might be added to subsequent versionsstiitument, or in subsequent
phases of this study. Most of the Mobile Centeerdievices will become
discontinued in a short period, yet similar deviagth presumably better
performance and capabilities will replace themhia tnarket.

a) Fixed — Desktop Computer w/ Email Application (Microsoft Outlook)
These instructions were developed based on an assumnthat many Fixed
Center Users utilize Microsoft Outlook as an emabdnt on desktop
computer systems.

(1) Photography

Not applicable during Phase | of this study.

(2) Message Composition

Message composition is performed as the user wiould normal email

message. The destination email address shoulgiee@nfigured

address book entry for the project's Master distidin list email address.

Images are added to the message as attachments.

(3) Message Distribution

The message is distributed by sending the emaisagesto the Master

distribution list (and/or an individual recipierftdesired). This process is

performed as the user would for a normal email agss

(4) Message Receipt

MMS messages are received as email messages. aihrcoming email

message is received, Outlook typically plays a emgs$otification sound

and displays an envelope icon in the lower rightheftaskbar. Clicking
on this icon will display the new incoming message.
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The message should contain the sending user's gmoaikaddress, the
text entered in by the sending user, and the inegm of the incident
scene. Depending on the carrier, the image magappline with the
text, or as a clickable attachment (which the cemger would then need
to open to view the image). The message may alstam a clickable url
to the sending carrier's website (to be used ia ttiasimage is not
viewable).

Note: During Phase | of this study, it is not requdrd acknowledge
receipt of a multimedia message using the multimedissaging
system (and in this specific instance, an emailyj)eRadio
communication used during the standard/existingatish process
should be used to acknowledge receipt of a mulisn@éssage.

(5) Message Assessment and Response

During Phase | of this study, message assessmeémegponse is the
responsibility of Center users (i.e., towing companSP D7, and/or the
VDOT STC dispatchers).

Center users responding to received MMS messagesdshse standard
dispatch procedures (e.g., radio). Refer to theaio procedures
identified in section IIl.A.5.

As those responsible for message assessment gowhsesthe Center
User(s) might also wish to forward multimedia mgesato others that did
not receive the message. If so, refer to Messagdifribution guidelines
in section 111.A.3.

b) Mobile

Note: As of the release of this document, theepinof mobile Center Users
has not been formally accepted for the initial pha$the study.
Therefore, Mobile Center User Devices have nobgen selected.
Candidate devices include:

- Treo 700w (Microsoft Outlook Mobile / Verizon)

- PPC-6700 (Microsoft Outlook Mobile / Sprint)
- Mobile — HTC Wizard / Qtek 9100 (MS Outlook Mobil&SM)
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IV. FUTURE PLANS

Phase | of this study relies on provider resouteas MMSC, Email Servers, etc.), for
many message handling functions, and therefore mesgage handling capabilities
(send, store, distribute) are limited to the previslimplementation. Based upon the
results of this current phase, Phase Il might medhe development and use of
messaging servers (such as an MMSC) owned andtegddra CapWIN in order to
optimize and customize message handling.

Any modifications to the messaging system that ichffae operational procedures may
be reflected in an updated version of this document
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Guidance Report: Camera Phone Proof-of-Concept Project
ITS JPO, U.S. Department of Transportation

The operational procedures were summarized by UMD-CATT/CapWIN in the following
Camera Phone Proof-of-Concept Project — Quick Refee Guide.This guide was given to the
participants in the study to facilitate participation.
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Camera Phone Project
Quick Reference Guide

Step 1. Activate the Camera Program

1. Open the flip phone.

2. From the standby mode, press the Camera Key aheve t@
number pad.

Step 2. Take Your Photo of the Accident / Incident

1. Point the camera lens towards the items to be phapbed.

2. View the image on the LCD screen. g |

3. Press left or right on the Navigation Key . | f N
to zoom, and up or down to adjust the ~ — o |
brightness. To use the flash, press the '-
Flash Key on the left side of the phone, {
below the volume keys.

4. Press OK for TAKE.

5. Optional: Press Left Soft Key for Save or Rightt3¢dy for
Erase.

Step 3. Send Your Photo to the System

1. Press the OK key to start the Send process.

2. Onthe "To 1." line press the LEFT Soft Key
labeled ADD.

3. Select Contacts by pressing the OK key.

4. Choose the "CPP Distribution" contact by
highlighting and pressing the OK key.

left of the contact selected.

5. Select Done by pressing the LEFT Soft Key button

6. Press OK.

7. See Step 3a and/or Step 3b to add voice or texdageswith the
photo prior to sending (Optional).

8. OR....Send the image by pressing the OK key.

1. From the “Create PIX Message” screen, scroll daovilmé
“Sounds” section.

2. Press the Left Navigation button labeled “Sound#is will bring
up the “My Sounds” screen.
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_CapWIN — Camera Phone Project
=R Quick Reference Guide

3. The first option on the list (Number 1.) is “Recdidw.” Press the
“OK” button to select “Recorbd New.”

4. Press the “OK” button again to begin your recordend the
“OK” button again (now labeled “Stop”) to finish yorecording.

5. You will then be back at the “My Sounds” screen gadr
recording will be listed under the date and tire ou performed
it. Highlight the recording and press “OK.”

6. If you are ready to send photo with voice messelgek “OK”

OR you can go to step 3b to also add a text message

Step 3b. Add TXT Message to Photo (Optional)

1. From the “Create PIX Message” screen, scroll dowhé “Text”
field.

2. Enter the Text that you wish to show in the Subgéche
broadcast message in this box.

3. For easier entry, select the Left Navigation butlcsbeled “Abc”
to bring up other input options. Refer to the Phoser Guide for
instructions regarding text entry.

4. Send the image with the TXT message by pressin@kkey.

The camera phone will now automatically connect savttd an email
with the attached image to all users on the Cap@Wékhera Phone
Project distribution list, at the email address/theovided to CapWIN.
Additionally, all users will receive an email orethcamera phone
with the attached image file.

Step 4. OPTION — Send More Photos

You can send more images if desired. If more imagesot
necessary, continue with your normal agency praesdiPlease note
that the CapWIN Camera Phone Project is not a tisgaogram, it is
an image / information-sharing tool.

If you have any questions or problems please call
the CapWIN Help Desk at
301-614-3730 or 1-877-CapWIN1
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UMD-CATT/CapWIN created the following Camera Phone Proof-of-Concept Project —
Training Guide. This guide was used for training study participants.
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Camera Phone Project
Training Guide

Background

The Camera Phone Project (CPP) will allow userstility to take real-time on-scene photos of
traffic accidents and other public safety incidentsng a standard photo-capable cell phone, and
share them with other first responders and traapon professionals. The hopes of this Project
will allow the sharing of better details of acciteeand incidents, via images, resulting in better
response capabilities.

Equipment
This Training Guide will demonstrate using the Yen Wireless LG VX-5200 Camera Phone.

1. Camera Phone
2. Camera Phone Charger
3. Cellular Service w/Data

The Verizon Wireless LG VX-5200 Camera Phone isl&digital phone that operates on the
CDMA/1xRTT service. The phone has several advafeaires including a built-in VGA still
camera with flash.

L - _.d(—— Earpicce & Speakerphone

Internal LCD

OK Key
Volume up/Down =

Voice Command /
Voice Memo / wepe
Flash Key

y i~ V\
Kkight Soft Key
Left Soft Key et Calender
SEND Key

Clear & Back Key = \ END/PWR Key

Camera Keyj@ ant Speakerphone K
peakerphone Key
Voice Mail @ -

” — Speakerphone S - Q ek Nisie
-~ Vibrate Mode
Charging Port meme " @0 s Microphone

Step 1. Charge Your Camera Phone

The phone comes with a rechargeable battery. Keepdttery charged while not in use in order
to maximize use time.

1. Plug the round end of the adapter into the photteesger jack at the bottom of the
phone, and the other end into an electrical outlet.

2. The charge time varies depending upon the batesl.l The maximum charge time for a
fully discharged battery is 3.5 hours. The battdgrge

level is shown at the top of the LCD screen. e (mewe re
Fully Charged Fully Discharged

CapWIN Help Desk 301-614-3730 or 1-877-CapWIN1
TG-1



Camera Phone Project
Training Guide

Step 2. Power ON the Phone
1. Press and hold the PWR key for a few seconds tinetitlisplay screen lights up. At this
point, you will now be able to send/receive phoaks¢cemail images, and other standard
camera phone features.

Step 3. Activate the Camera Program
1. Open the flip phone.
2. From the standby mode, press the Camera Key aheveumber pad. @

Step 4. Take Your Photo of the Accident / Incident

1. Point the camera lens towards the items to be
photographed. |

2. View the image on the LCD screen. /__a

3. Press left or right on the Navigation Key to zo@amd up
or down to adjust the brightness. To use the flpstgs the
Flash Key on the left side of the phone, belowbleme
keys.

4. Press OK for TAKE.

5. Optional: Press Left Soft Key for Save or RighttS¢Géy for Erase.

Step 5. Send Your Photo to the System
1. Press the OK key to start the Send process.
2. Onthe"To 1." line press the LEFT Soft Key labefdaD.
3. Select Contacts by pressing the OK key.
4. Choose the "CPP Distribution” contact by highligtand
pressing the OK key.
* A check mark will appear in the box on the leftioe
contact selected.
Select Done by pressing the LEFT Soft Key button.
Press OK.
See Step 5a and/or Step 5b to add voice or texdageswith
the photo prior to sending (Optional).
8. OR....Send the image by pressing the OK key.

No o

Step 5a. Add Voice Message to Photo (Optional)
1. From the “Create PIX Message” screen, scroll down t
the “Sounds” section.

(i
- !
2. Press the Left Navigation button labeled “Sounds.” ‘-{
This will bring up the “My Sounds” screen. ‘

3. The first option on the list (Number 1.) is “Record

New.” Press the “OK” button to select “Record New.”
4. Press the “OK” button again to begin your recording
and the “OK” button again (now labeled “Stop”) tnish your recording.

CapWIN Help Desk 301-614-3730 or 1-877-CapWIN1
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_CapWAN Camera Phone Project

m Training Guide

5. You will then be back at the “My Sounds” screen gadr recording will be listed
under the date and time that you performed it. kgl the recording and press
“OK.H

6. If you are ready to send photo with voice messelgek “OK”

OR you can go to step 5b to also add a text message

Step 5b. Add TXT Message to Photo (Optional

1. From the “Create PIX Message” screen, scroll dawn t g
the “Text” field. | |

2. Enter the Text that you wish to show in the Subgeéct L~ J\
the broadcast message in this box.

3. For easier entry, select the Left Navigation button @

(Labeled “Abc” to bring up other input options. Ref
to the Phone user Guide for instructions regartbmg
entry.
4. Send the image with the TXT message by pressin@tkey.

The camera phone will now automatically connectsemtd an email with the attached image to
all users on the CapWIN Camera Phone Project bligtan list, at the email address they
provided to CapWIN. Additionally, all users willgeive an email on their camera phone with
the attached image file.

Step 6. OPTION - Send More Photos

You can send more images if desired. If more images\ot necessary, continue with your
normal agency procedures. Please note that the da@A@Mmera Phone Project is not a dispatch
program, it is an image / information-sharing tool.

If you have any questions or problems please kall t
CapWIN Help Desk at 301-614-3730 or 1-877-CapWIN1

CapWIN Help Desk 301-614-3730 or 1-877-CapWIN1
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1 Introduction

This document describes the readiness of all systamd participants to initiate the Phase |
demonstration period of the Camera Phone Proofesfe€Ept Project (CPP).

In the initial project schedule, this document waended to take a snapshot of the readiness of
the systems and participants before the initiatibthe Phase | demonstration, at the completion
of Task 9 (Configure Hardware, Train Users, andribiste Hardware). As the camera
phone/system configuration, user training, and\ward distribution continued past the initial
demonstration period kickoff, this document hasaexfed to cover both the status of systems
and participants at the demonstration period stad,the status of the systems after the
completion of the user training and hardware distion.

Mitretek Systems 1 December 2006
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2 Participant Status

This section details the readiness of the CPPpes#icipants to initiate the demonstration.

The initial demonstration period kickoff meetingcacred in early August 2006. However, on
the morning of the meeting, three separate tracaier road incidents occurred within CPP
participant study area, resulting in the absenceeafly every CPP user participant at the
meeting. As a result, individual hardware disttibn and user training occurred over the next
few weeks at various locations as needed.

2.1 Virginia Department of Transportation

The Virginia Department of Transportation (VDOT )& project’s largest participant. Nine
project camera phones were assigned for VDOT fojept use. In addition, a number of VDOT
users already had camera phones (personal ansil@di®y VDOT) — some initial guidance was
given to VDOT concerning the use of those phoneghi® project.

The email addresses of multiple VDOT Smart Traffenter (STC) users were added to the CPP
distribution list. These users represent the VD@i$patch” center in the CPP concept of
operations / system description.

Also during the initial demonstration period, VD@Es in the process of purchasing phones for
normal VDOT operational use, and wished to selbonps that would be compatible with the
CPP as well if possible. CapWIN and Mitretek pd®d technical guidance for this selection.

2.2 Towing Operators
Device distribution and user training for the togvimperators occurred in multiple meetings at
the individual operators’ dispatch centers.

* Willow Spring Towing & Recovery: received two caraghones; four of their own
phones were added to the CPP distribution listpandisioned for the project

* Henry’s Wrecker Service: received one camera phomne email addresses were added
to the CPP distribution list — one of their admiiraéisor, and another for a distribution list
internal to (and managed by) Henry’s.

* Redman Fleet Services: received one camera phairtag time of kickoff, dispatch did
not have email

* Wards Towing: did not want a project camera phomey of their own phones were
added to the distribution list

» Waggy’s Towing: dispatch email address addedealiktribution list

2.3 Virginia State Police

In April 2006, the Virginia State Police (VSP) imfieed the project that they would not be
participating in the demonstration. Efforts werada to re-engage the VSP, however it was
decided that we should proceed with the Phase bdstration without the VSP.

Mitretek Systems 1 December 2006
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3 System Status

This section details the readiness of the CPP mgstad services to initiate the demonstration.
It covers the state of the systems and servicdsdidhe initial demonstration period kickoff
meeting (in early August 2006), as well as theaysteadiness over the course of the individual
hardware distribution and user training, occuriongr the following few weeks.

3.1 Camera Phones

Approximately twenty Verizon LG VX-5200 camera plesrnwere acquired for field use for the
project. All were configured with an email contémt the CPP distribution list. Step-by-step
instructions for taking and sending a picture wanaduced, distributed in both CDROM and
laminated instruction sheet form.

The six phones that had been acquired earlien@uoation and testing purposes continued to be
utilized for testing and development, as well asdemonstration purposes at various project
meetings.

In addition, multiple participant user phones (@iity Nextel i860’s) were configured for
project use.

3.2 CPP Distribution List

An email distribution list was setup to route atoming picture messages to all dispatch
centers, select camera phones, and project pantitsigpp @ cpp.capwin.org

At the demonstration kickoff meeting, it was fouhdt while all messages sent by the phones
via the distribution list were being received bg tlispatch centers’ email accounts, the Verizon
camera phones were not receiving the sent pictessages (though, the Verizon development
phones continued to receive messages). Due tprblidem, the Verizon field use project
phones were removed from the distribution listeytiwvould no longer receive pictures sent to
the list (however, they could still create and serebsages to the list).

The problem was identified to be an issue withvireless carriers’ firewalls/anti-spam filters.
Initial debugging steps were taken to try to diagmnand resolve this issue (header modification,
DNS SenderID/SPF settings, etc.). In addition,ixer was contacted in an attempt to resolve
the issue. However, as of the end of the harddiatebution and user training period, no
solution had been found to reliably send the mess#gough.

3.3 Current Incidents Web Page

A web page showing all pictures of incidents serthe distribution list over the previous 24
hours was createdttp://cpp.capwin.org/CPP/index.jsp

At the time of the demonstration kickoff meetingwas online and fully functional.

Mitretek Systems 1 December 2006
Innovative Technology in the Public Interest™ Page RR-5
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Noblis created the USDOT Camera Phone Proof-of-Concept Project Technical |ssues Overview
to detail to the users specific technical issues encountered during the evaluation. Thiswas
presented to project participants at a user debriefing held at the end of the demonstration/test
period.
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Message Content / Annotation

e Callback Number
— Hidden by / embedded in email address

— Possible to make phone number selectable on some devices
(e.g. Nextel i860)

« Voice (most messages)
— Used for most messages
— Often doubled message size
e Text (<10%)
— Usually in addition to voice
GPS (potential future use)
— Carrier Tracking Services (Nextel, Verizon)
— Embedded GPS info in image by device (HP 69xx PDA phones)

Message Size / Display

» Delivery to PC/email (no major issues)

» Delivery to Phone/MMS Device
— Carrier incoming MMS message size limitations
— Device incoming MMS message size limitations

— Attachment removal by carrier/device

< Some (but not all) audio attachments sent by the project’s
Verizon phones were stripped when received by Nextel
i860s

— Scrolling for viewing picture

< For many devices, attachment displayed at end of message,
requires scrolling through many pages of text before viewing

TIO-2



Message Blocking

« Carriers block incoming messages that are considered
possible email spam. Possible triggers for filter include:
— Sender’s email address
— Sender’s outgoing mail server name/address
¢ Real-time Blackhole Lists, Sender Policy Framework (SPF)
— Number of messages sent
 Single connection
» Past few minutes/hours
— Message content (Images, URLSs in text)
« Example: Verizon blocked incoming MMS messages
when more than one or two Verizon phones were on the
distribution list

TIO-3
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SAIC created the Camera Phone Proof of Concept Project Evaluation Update to describe to the
users the evaluation strategy, evaluation status, summary of usage, and preliminary findings.
This was presented to project participants at a user debriefing held at the end of the
demonstration/test period.
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Camera Phone Proof of
Concept Project

IPAS Il — Task # 61020
Evaluation Update Briefing
March 1, 2007

1.5 Desparimeni of Tronsporiation
" Federal Highway

@ Administrafion

Evaluation Strategy

The focus of the evaluation is to assess the impact of the camera
phone with respect to the following key areas:

1 User Satisfaction:

— Assess end-user perceptions on feasibility of camera phones to
improve incident clearance times.

— Assess end-user perceptions regarding overall benefits of
camera phone

2 Operational Procedures:

— Determine how the phones were used to improve incident
management & response activities

— Determine how the phones were integrated into existing
operational/incident response activities

— Assess the impact of weather, time of day, and other factors on
image quality
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Evaluation Strategy (cont’)

1 Technology Functionality:

— Assess end-user perceptions on the effectiveness of the
technology (image quality, equipment reliability, speed of
service, etc.)

1 Safety Improvement:

— Assess end-user perceptions of how camera phones improve
levels of safety during traffic incident remediation (including
reductions in roadway exposure, secondary accidents, etc.)

1 [nstitutional & Technical Issues:

— Identify/Report any issues, technical or institutional, that were
encountered during project (Ex. Storing of images)

Evaluation Status: Phase |

SAIC developed interview guides that were designed to
address key evaluation areas

SAIC is in the process of conducting stakeholder
interviews to capture participant feedback

As of 2/8/2007, 4 interviews have been conducted with
project participants
Goal is to complete additional interviews by 03/01/2007

As of 2/18/2007, 100 pictures have been taken by
project participants (VDOT, Tow Companies, etc.)

Submit draft Lessons Learned and Benefit write-ups by
03/22/2007

Submit final Lessons Learned and Benefit write-ups by
05/1/2007

* At date of presentation development, two additional interviews were scheduled
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Summary of Usage

There were 100 pictures taken between August 2006 and
February 2007. Of the 100 pictures sent, 56 included audio
recordings detailing the accident scene.

— 14 of the 100 pictures were taken between the times 12:00am and 6:00am
— 45 of the 100 pictures were taken between the times 6:00am and 12:00pm
— 23 of the 100 pictures were taken between the times 12:00pm and 6:00pm

18 of the 100 pictures were taken between the times 6:00pm and 12:00am

VDOT sent 76 of the 100 pictures

Henry's Wrecker Service sent 12 of the 100 pictures

Willow Spring Towing and Recovery sent 6 of the 100 pictures
CapWIN sent 4 of the 100 pictures

An unknown Agency sent 2 of the 100 pictures

Preliminary Findings

1 Benefits
— Camera phone functionality
1 Send photo and voice message
1 Transmission includes number of sender
— Archived photos may be used by VDOT for training
— Towing companies and operational changes

1 Help identify what equipment is needed to handle a particular
incident

1 Help plan incident management remediation activities prior to
arriving on scene
1 | essons Learned

— Camera phone technology (features, capabilities, model type)
may need to be enhanced in order to improve night-time usage
and image quality

— Lack of interoperability between different service providers often
impacts the ability of users to send/receive data
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Sample Images

1 Image taken on 08/11/06 at |
10:50am by VDOT ‘

1 Audio Clip:

1 Image taken on 8/26/06 at
9:22am by VDOT

Sample Images (cont’)

Image taken on 10/05/06
at 11:53am by Willow
Springs

Image taken on 10/13/2006
at 5:12am by VDOT

Audio Clip:
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Sample Images (cont’)

1 Image taken on 10/20/06 at
2:02pm by Henry's Wrecker
Service

1 Audio Clip:

1 Image taken on 2/4/2007
9:48 pm by VDOT

Sample Images (cont’)

1 Image taken on 08/11/06
at 3:24am by VDOT

1 Image taken on 01/29/07
at 2:59pm by VDOT
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Next Steps TimeLine (Phase I)

1 3/8/2007: Draft and send evaluation notes and findings to
stakeholders

1 3/15/2007: comments and updates returned to evaluation team

1 3/22/2007: Draft of benefits and lessons learned submitted to
Noblis for review

1 3/29/2007: Benefits and lessons learned received and
submitted to JPO

1 4/15/2007; Receive comments from JPO
2 5/1/2007: Submit final documents
1 TBD: Phase I
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The operational improvement provided by the new system and the anecdotal experiences of the
participants was documented by SAIC in the Camera Phone Proof-of-Concept Project —
Lessons-Learned Reppwihich has been posted in the USDOT ITS Lessons Learned database
(www.benefitcost.its.dot.gov).This report identifies insights with regard to using such a system
for incident and emergency management practices.

This document is available from the following URL :

http://www.itsl essons.its.dot.gov/its/benecost.nsf/L esson?OpenForm& C78B5A4B101B00D5852
572BA005783A4%5eHome
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When considering the use of camera phonesin managing incidents,
be awar e of the challenges associated with technology
inter oper ability among agencies and first responder priorities.

Washington, D.C., metro area's experience withgisemmera phones

April 2007
District of Columbia, Maryland, Virginia, USA

To evaluate the feasibility of utilizing camera phones in managing traffic incidents, a
proof-of-concept project was undertaken in a joint partnership between the Federal
Highway Administration (FHWA) and the University of Maryland's Center for Advanced
Transportation Technology. Other parties involved included the Virginia Department of
Transportation (VDOT) and selected commercial towing companies.

The goal of this project is to improve incident management and response activities in
the event of a traffic incident or other emergency situation that affects traffic operations.
More specifically, the primary objective is to demonstrate the feasibility of using
commercial off-the-shelf (COTS) wireless telephones equipped with cameras to capture
and deliver traffic incident imagery that is useful to follow-on responders, such as tow
companies, HAZMAT remediation services, health departments, or highway repair
teams.

This pilot project was implemented in coordination with the Capital Wireless Information
Net (CapWIN) staff, VDOT, and several local commercial towing and recovery services.
Each camera phone employs wireless picture phone technology that enables
participating agencies to capture and transmit digital photos. Emergency responders
from agencies, such as the VDOT, and private towing firms used camera phones to
take detailed pictures of traffic incident scenes and then transmitted those images
directly to their appropriate dispatch center and follow-on responders.

During the test phase of the proof-of-concept project, a total of 19 camera phones were
used by four towing companies and the Virginia Department of Transportation (VDOT)
from August through October 2006 to transmit 100 photographs of incidents to
responders (i.e., towing companies). The project was conducted in the Washington,
D.C. metropolitan area, including Northern Virginia and Maryland.

LL-1



Lessons Learned Report: Camera Phone Proof-of-Concept Project
ITS JPO, U.S. Department of Transportation

Lesson Learned

Throughout the camera phone pilot phase, first responders captured images of
incidents and forwarded them to towing companies so that the appropriate size/type of
recovery vehicle could be dispatched. The Camera Phone project provides the following
insights with regard to its utility in the incident and emergency management practices:

Encourage interoperability of systems used by the involved agencies.
There is a lack of interoperability between different service providers. Using or
designing interoperable systems may assist in responsiveness and have
potential benefits in transmitting images or audio recording clips even to different
departments (i.e. fire, rescue). In many cases, agencies have already invested in
equipment. Making the existing equipment interoperable would capitalize on that
investment and make it more likely to be used for emergency response, and
more likely that the required information can be shared across jurisdictions in a
very timely fashion.

Understand that capturing and sending an image may not be the immediate
concern for first responders. Upon arrival at the incident, the first responders
are typically engaged with other pressing activities. There may not be time to
take the picture for use as an aid in sending tow vehicles, but those that are
taken can be used later for responder training and incident management. As first
responders arrive on the scene, they have duties which may be too far away
from the actual incident to provide images which are meaningful to the towing
companies. Also, capturing the images with this type of equipment may place the
responder at risk him or herself.

Be aware that users will need to be trained to take pictures without
exposing themselves to additional risk by unnecessary exposure at
roadside. Upon arrival on the scene and after the first responder has taken care
of primary duties, the responder may be inclined to move closer to the actual
incident to take pictures. The very action of taking the pictures may expose the
responders to bodily harm if his/her attention is diverted from oncoming traffic.
Be aware that night time camera phone use or inclement weather
conditions may adversely affect the image quality. Using camera phones at
night and during inclement weather is not always effective as the image was
sometime blurry or too dark to be of benefit. Since the receiving agency may not
have been able to view the image clearly, it made it difficult to determine the
appropriate towing vehicle to send in response.

Encourage sending audio recording clips with all transmitted images to
provide greater detail to appropriate responders. Whether or not the camera
phones were used during the daytime, night time, or during inclement weather
conditions, using audio clips in addition to the transmitted images provided
greater detail to the appropriate responders and service providers. The audio
clips assisted the responding companies to send the proper towing equipment
even if the images were not as useful.
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« Understand the diverse needs and experiences of users when several
agencies are involved as stakeholders.

o

Towing companies are able to gain benefit from the pictures for major
incidents and especially if they are able to receive the pictures early
enough after the incident occurs.

If there is a zone-type system where towing companies dispatch
immediately upon receiving information about an incident, the picture may
not be as beneficial regarding the type of equipment required for a
particular incident. The picture, with accompanying audio clip, would give
an impression about the order of magnitude of the incident, to help
determine the appropriately sized towing vehicle to dispatch.

The camera phone images helped the towing vehicle operators plan a
response strategy prior to leaving for the incident scene. For example, if
the incident image revealed that two lanes were blocked on eastbound
traffic lanes, a towing dispatcher may determine that it is more beneficial
for the towing vehicle operator to approach the incident from the
westbound lanes.

There must be an agency-wide attitude of acceptance of standard
operating procedures and policies, which are to developed as deemed
essential, to guide the use of the phones for all participants.

Throughout the entire proof-of-concept project, all incident images were
captured and archived. Project participants stated that the archived
images can be used to help enhance their future incident
response/awareness training activities. For example, the VDOT safety
service patrolmen may use the archived images to identify equipment
needs for certain types of activities or help them develop response
strategies based on the severity of the incident. The images may also be
used for incident training.

As a result of using the phones, there is great interest in finding technically
a way to pull the images in as well as having them pushed through the
phone. The images could be available on an FTP (File Transfer Protocol)
site, or dash-mounted or vehicle-mounted cameras could provide a
continuous feed for users to observe, capture, and provide response.
The proof-of-concept showed that the images captured by the first
responders were useful to the companies that were sending out towing
vehicles. The transmitted images allowed them to view the specific extent
of the damage, and to respond accordingly. The images of infrastructure
damage also allowed the infrastructure asset managers to assess the
damage and plan for future maintenance. The value obtained by the
camera phone can be repeated and expanded when interoperability
challenges are solved.

The camera phone proof-of-concept project also served as a means to promote the
FHWA's broader Intelligent Transportation Systems (ITS) goals of improving safety and
mobility in road travel. Used to their fullest potential, camera phones in service for
incident management can assist with relaying information which may have an impact on
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the type of equipment, route of approach, and subsequent responder training.

Potential success areas also exist in ITS customer satisfaction in that the actual users
of the equipment find it easy to navigate and easy to transmit images and audio clips.
The individuals receiving the information found it very expedient to receive the images
and offered potential enhancement ideas for future iterations such as the ability to take
pictures at night and improved audio messaging capability.

Contacts

Lesson Contact(s):

Cathy Alexander

SAIC

703-676-6833
Catherine.Alexander @saic.com
Nick Owens

SAIC

703-676-6833
Nicholas.D.Owens@saic.com

Agency Contact(s):
Bill Henry

CapWIN
301-614-3719
bhenry @capwin.org

Lesson Analyst:

Firoz Kabir

Noblis

202-863-2987
firoz.kabir@noblis.org
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